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ABSTRACT Transmit beamforming (TBF) has been proposed as an effective approach to enhance the
security performance of multiple-input single-output (MISO) wiretap channels. However, this secrecy
enhancement comes at some expenses, such as power consumption and the amount of signal processing.
In addition, in block fading channels, TBF fails to deliver secure communication against intelligent eaves-
droppers equipped with advanced channel estimation techniques. Considering these issues associated with
TBF, we propose and study randomized beamforming with generalized selection transmission (RBF/GST)
to enhance physical layer security in MISO wiretap channels. With GST, Q antennas out of N antennas are
selected at the transmitter to maximize the signal to noise ratio at the legitimate receiver. Moreover, RBF is
responsible for delivering secure communications in the presence of advanced eavesdroppers. We character-
ize the physical layer secrecy of RBF/GST under passive and active eavesdropping scenarios, via our closed-
form expressions for the ergodic secrecy rate and the exact and asymptotic secrecy outage probabilities.
We demonstrate that RBF/GST can effectively improve communication secrecy with a reasonable amount

of signal processing and power consumption.

INDEX TERMS Physical layer security, MISO wiretap channels, randomized beamforming.

I. INTRODUCTION

Broadcast nature of wireless communications enables reach-
ing multiple parties simultaneously. However, due to this
property, the security of information transmission is prone to
eavesdropping of unauthorized receivers. Therefore, physical
layer security has emerged as a promising solution aiming
at delivering secure communications over the physical layer
of the communication network. It enables the possibility of
secure communications by only exploiting the characteristics
of wireless channels (e.g., fading, noise, and interference)
without relying on encryption at higher layers of the com-
munication network.

Recently, it has been shown that degrees of freedom in
achieving secure communication remarkably increase in the
presence of multiple antenna techniques [1]. A promising
approach in multiple antenna enabled physical layer security
is to design a transmit beamformer (TBF) via direction selec-
tion and power allocation [2]. The secrecy performance of
multiple antenna beamforming methods is mainly governed

by the amount of channel state information (CSI) available
at the transmitter. Under the assumption of perfect CSI avail-
ability of both main and wiretap channels at the transmitter,
authors in [3] showed that the secrecy capacity-achieving
beamformer has a direction along the generalized eigenvector
corresponding to the maximum generalized eigenvalues of
the main and wiretap channel. In the case that full main
CSI and partial or none wiretap CSI are available at the
transmitter, the optimal beamformer is aligned with the main
channel direction [4]. However, in this case, a secrecy out-
age is unavoidable. The secrecy outage probability of the
latter case was investigated in [5] for block fading channels.
Although TBF can be seen as an optimal approach, there
are two major problems associated with such a transmission
method. Firstly, the number of radio frequency (RF) chains
connected to each antenna and the amount of required signal
processing are relatively high. Secondly, under the assump-
tion of block fading channels, an intelligent eavesdropper
equipped with blind equalization techniques can detect the
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confidential data and violate the secure communications. The
former problem has been partially addressed by adopting
transmit antenna selection (TAS) scheme to reduce the power
consumption and amount of signal processing [6]. However,
in [7], it was proved that TAS is not an optimal approach in
terms of secrecy performance. The latter problem has been
investigated by [8], where an approach called artificial fast
fading (AFF) is used to randomize the received signal at
eavesdroppers and prevent them from capturing any confi-
dential data. Nevertheless, the first problem of TBF scheme
holds for AFF approach due to the transmission from all of
the available transmit antennas.

In this paper, we propose a generalized selection trans-
mission scheme with randomized beamforming (RBF/GST)
to address both of the problems of TBF simultaneously.
With GST, instead of choosing all the available antennas for
beamforming, provided by the possession of perfect CSI of
the main channel at the transmitter, only a subset of antennas
are chosen for transmission (a subset of Q transmit antennas
with strongest fading channel gains out of N total transmit
antennas). Thus, GST reduces the amount of signal process-
ing and power consumption to a reasonable level. Besides,
RBF provides robust secure transmission against intelligent
eavesdroppers. Assuming a passive eavesdropping scenario,
where only the statistical CSI of the eavesdropper’s channel
is available to the transmitter [9], we first derive closed-form
expressions for the exact and asymptotic secrecy outage prob-
abilities with GST and RBF/GST schemes. Our asymptotic
results reveal that GST achieves the same secrecy outage
diversity gain as TBF in MISO wiretap channels. We then
consider an active eavesdropping scenario, where the perfect
CSI of the eavesdropper’s channel is known at the transmit-
ter [9] (this can be considered as a cellular network case
where Eve is another user in the coverage area of the cellular
base station and its CSI can be known at the base station)
and we derive the expression of the ergodic secrecy rate of
GST and RBF/GST under the assumption of active eaves-
dropping. These results indicate that RBF/GST outperforms
GST in terms of ergodic secrecy rate performance and can
significantly enhance the security in MISO wiretap channel.
Finally, we show that by reducing the number of antennas for
transmission to a certain level, the secrecy performance of
RBF/GST is not considerably affected.

Il. ALGORITHM DESCRIPTION

This section presents GST and RBF/GST algorithms for
delivering secure communications in MISO wiretap channels.
We first present the studied system model and then delve into
the details of GST and RBF/GST techniques.

A. SYSTEM MODEL

Consider a MISO wiretap channel in which the transmitter
(Alice) is equipped with N antennas, whereas the legitimate
receiver (Bob) and an eavesdropper (Eve) are equipped with a
single antenna. We focus on quasi-static fading channels with
independent identically distributed (i.i.d.) block Rayleigh
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fading in the main channel from Alice to Bob, and in the
wiretap channel from Alice to Eve.

B. GENERALIZED SELECTION TRANSMISSION (GST)
This subsection describes the signal model of the GST
scheme. Here, we consider that Bob feedbacks the perfect
CSI of the main channel to Alice. With the availability of
CSI of the main channel, Alice selects Q(1 < QO < N)
transmit antennas among N antennas that maximize the out-
put signal to noise ratio (SNR) at Bob. Based on this selec-
tion scheme, Alice first ranks the transmit antennas in terms
of their instantaneous fading gain in an ascending format.
We denote the complex channel coefficient from Alice’s
kth transmit antenna to the receive antenna of Bob as Ay,
where 1 < k < N.Let |h|? < |h)* < --- < |hy|? be
the order statistics from arranging {|h|*},_, in ascending
order of magnitude. Then Alice selects the last Q variable(s)
in the order statistics. We denote A as a set that contains the
indexes of the chosen antennas. Finally, Alice beamforms the
confidential data using the vector w(i) = hgp/|hgll, where
hgo = [h1,ho, - ,hQ]T denotes the main channel vector
between Q selected transmit antennas at Alice and the receive
antenna at Bob and ||-|| indicates the Euclidean norm.

In order to transmit confidential message s, Alice encodes
it into a codeword x = [x(1), - - - , x(i), - - - , x(m)], where m
is the length of x. The transmitted codeword is subject to an
average power constraint % > E[Ix@)*] < P, where E{-}
is the expectation operator. In the main channel, the received
signal at Bob at time i is given by

ym (D) = hgw(x() + ny (D) = Ilhollx(@) + ny (i), (1)

where ny(i) denotes the additive white Gaussian noise
(AWGN) component with zero mean and variance Ufw. In the
wiretap channel, the received signal at Eve at time i can be
written as

yw (i) = g w(ix (i) + nw (i), )

and ggp = [g1,82, - ,gQ]T is the eavesdropper’s channel
vector between Q selected transmit antennas at Alice and the
receive antenna at Eve, and ny (i) is the AWGN term at Eve
with variance aé,.

Since the selected antennas at Alice are independent of gg,
the Q strongest transmit antennas for Bob corresponds to a

random transmit antennas for Eve.

C. RANDOMIZED BEAMFORMING WITH GENERALIZED
SELECTION TRANSMISSION (RBF/GST)

As mentioned, when the main and wiretap channels are block
fading, Eve can exploit some advanced blind channel esti-
mation techniques to attain the effective CSI (the product
of beamforming vector and the wiretap channel coefficients)
and coherently detect the confidential data. Hence, to enhance
the security of GST, we adopt a randomized beamform-
ing transmission technique to corrupt the received signal
of the eavesdropper by a time varying multiplicative noise.
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The basic idea is to make hz w(i) deterministic but gz w(i)
changes randomly in each symbol interval. As such, Eve
experiences an equivalent fast fading channel which prevents
the blind channel estimation.

As for designing time varying weighting coeffi-
cients, Alice selects the beamforming vector w(i) =
[w1(), wa(i), - -, wo()]", where the first O — 1 elements
of vector w(i) are randomly generated while the last element
of the vector is determined using the constraint hIQ'I w() = 1.

We assume that wi (i), k = 1,---,Q — 1 are i.i.d. complex
Gaussian distributed random variables with zero mean and
variance og and the last element is given by

0-1
Y hiwd)
. ke A k=1
wo(i) = —— = : 3)
0

With RBF/GST, the received signal at Bob is
ViU (@) = x(i) + g (i), @)
however, the received signal at Eve is given by

YER (i) = gy wDx (D) + nw (i) = ge(x() + nw (@),  (5)

where gg (i) 2 gg w(i) is the effective channel between
Alice and Eve (effective wiretap channel). We note that the
effect of large scale fading (path loss and shadowing) can be
incorporated in the received average signal to noise ratios at
Bob and Eve.

Next, we prove that the effective wiretap channel gg (i) can
be modeled as a Rician fading channel.

Theorem 1: The effective wiretap channel gg (i), under the
usage of Randomized Beamforming at Alice, is equivalent to
a Rician fading channel with parameters || and o, where

2
HE = h* andUE_Zke.Ak 1(8 ~ g | %0

Proof We start the proof by expanding ggw(i)
using (3). This expansion will result in

. Soht|?

Y]
ge() =Y g
keA k=1
g5 0-1 0-1
= h—*<1— > h,t(i)w(i))+ > gl
0 keA k=1 keA k=1
0-1
8¢ 80
=2+ ¥ (gk *hk)Wk(z) ©)
h h
0  keAk=l

We note that wy (i) are i.i.d complex Gaussian random vari-
ables. Thus, based on (6), one can easily show that gg(7) i*s

. . . 8
a complex Gaussian random variable with mean ug = h—*Q
0

d « 89NN 02 T furh
and variance 0} = Zke.Ak 1|8 — iz | 99~ This further

implies that the envelope of gg (i) follows a Rician distribution
with parameters |pug| and og. O
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Theorem 1 suggests that over each fading block of the
original channels hy and gp, the effective wiretap channel
gr(i) is a Rician fading channel. The introduced fast fading
considerably degrades the channel estimation performance of
Eve and prevents coherent detection of confidential data.

Finally, since hg is a block fading channel, due to the
inversion behavior of the RBF/GST weighting vector as
indicated in (3), the average transmit power of Alice can
be extremely large. To resolve this issue, Alice chooses
lhol = max{|hk|}2’:1, i.e., choose the antenna with the
largest fading gain as hg in (3).

Ill. SECRECY PERFORMANCE

This section characterizes the secrecy performances of the
GST and RBF/GST beamforming schemes under the passive
and active eavesdropping scenarios. We first consider a pas-
sive eavesdropper and assume that only the statistical CSI
of the eavesdropper’s channel is known at Alice. In such a
scenario, we adopt the secrecy outage probability as the main
performance measure to quantify the secrecy performances
of GST and RBF/GST. Moreover, we provide asymptotic
analysis for GST and show that this scheme achieves the
same secrecy diversity gain as TBF. We then study GST and
RBF/GST schemes for the active eavesdropping scenario and
adopt ergodic secrecy rate to quantify the secrecy perfor-
mances of the mentioned schemes.

A. SECRECY PERFORMANCE OF GST

1) PASSIVE EAVESDROPPING SCENARIO

In this section, we derive the asymptotic and exact secrecy
outage probabilities of GST in closed form for the pas-
sive eavesdropping scenario. To this end, we first present
the statistics of the instantaneous received signal to noise
ratios (SNR) at Bob and Eve. The instantaneous SNR at
Bob with GST is yu = Vi [hgw@)II> = 7 llhol%, with
Yy = P/UA%I. Likewise, the instantaneous received SNR
at Eve is yy = 7W||ggw(i)||2, where Yy = P/a%,. The
cumulative distribution function (CDF) of y,s can be derived
as [10]

k=D 7
Fpy(2) = €0+ Z €G———— + Z ekeQVM @)
') k=0+1
where I'(-) stands for the Gamma function and ¢ is
1 k=0

1k N (—k
» (voe) (Zfol) ]

1<k
a={ el e
Yy (%*Q)k] k=0
(=1 (vo0) (e p-1) Q<k<N

It can be proved that yy is exponentially distributed due to
the fact that the beamforming vector at Alice is independent
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from eavesdropper’s channel [5], yielding

—Z

Fpy@ =1—ew. )
The instantaneous secrecy rate of GST is given by
Rsee = [Ry —Rw]", where [x]T denotes max {0,x},

Ry = log, (1 + yM) is the instantaneous rate of the main
channel and Rw = log, (1 + yW) stands for the instanta-
neous rate of the wiretap channel. Based on the instantaneous
secrecy rate, we define the outage probability of the secrecy
rate Rg as

Pout (RS) =Pr {RSec < RS}

:/ FyM[ZRS(l—i-z)—l]ny(z)dZ, (10)
0

where f,,,, (-) denote the probability density function (pdf) of
yw and it is obtained by taking the first derivative of F,,
in (9). Substituting this pdf and (7) into (10) and solving the
integral, we derive the secrecy outage probability of GST in
closed-form as

Pout(RS) =1+61 + 02, (11)
where 61 and 6, are given by
0 k—1 .
€k ETCG+ 1)
f=lsrm gy 2
k=1 j=0 <7_W + W)
N 2Rs 1)k .
e oM 1 2Rspe\
= > ek_—(_—+ — ) ()
K=ot 1 W Yw  QVm

In (12), we define & as

L N I i) B LU
€=( ; >(2 —1) e <—2Rs_1>. (14)
Notice that, when N = Q, (11) reduces to
Al EDG+ 1)

Pou (Rs) =1—= %" e

k=1j=0 ¥y 7wl (k) (%W +

YmM

ok \UFD
a
(15)

which is the same result as that in [7, eq. (12)].

Since in the high SNR regime of the main channel
(i.e., yp — 00), the secrecy outage diversity gain and the
secrecy outage SNR gain govern the secrecy outage prob-
ability, we derive an asymptotic secrecy outage expression.
To do so, we proceed by deriving the first order expan-
sion of Fy,(z) in (7). This can be derived as Fy,(z) ~

1/ (Q(N _Q)Q!) (z/?M)N. Accordingly, we find the asymp-
totic secrecy outage probability as
— \—G
Pour(Rs) = (A7) ", (16)

where Gp = N is the secrecy outage diversity gain and A is
the secrecy outage SNR gain. In (16), A is given by

1
YN 24Rs 2Rs — 1N N
O]

u=0
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According to (16), the following points provide insights into
the use of GST in the main channel. (I) The secrecy out-
age probability approaches zero as y,, approaches infin-
ity. (I) The maximum secrecy outage diversity gain of N is
achieved and thus GST has the same secrecy outage diversity
gain as TBF. (II) The secrecy outage diversity gain is not
affected by the choice of Q. The impact of Q is only reflected
in the secrecy outage SNR gain.

2) ACTIVE EAVESDROPPING SCENARIO

When the CSI of the wiretap channel is available at Alice,
ergodic secrecy rate should be considered as the secrecy
performance metric [9]. To this end, we derive the ergodic
secrecy rate of GST scheme as

—=GST 4

RSec = {I(yB;x) _I(yE;x)} s (18)
where /(yp; x) and I(yg; x) represent the average mutual
information of the main channel and wiretap channel, respec-
tively. Based on (1), I(yp; x) can be written as

I(yg; x) = E {logy (1 + ym)}

o]

=1 In(1 + ya)f (ym)dym,  (19)
n2 0

where f(ypy) is the pdf of yy and is derived by taking the
first derivative of (7). Substituting this pdf into (19) and
solving the integral, we calculate the ergodic rate of the main
channel as

0
1 —(k—1) = 1
I(yp; x) = —{ - eky( e'M Ey (_—)
In2 I; M VM
N
_k k
— ) aeluE (T> } (20)
O m

k=0+1

where E(-) is the generalized exponential integral function.
Similarly, the average mutual information of the wiretap
channel under GST scheme is given by

1 _L 1

I(yg;x) = —<e"WE | — ). 21
In2 Yw

Hence the ergodic secrecy rate of GST is given by substituting

(20) and (21) into (18).

B. SECRECY PERFORMANCE OF RBF/GST

1) PASSIVE EAVESDROPPING SCENARIO

Considering a passive eavesdropping scenario, the secrecy
performance of RBF/GST is studied with respect to the
secrecy outage probability. To this end, we first quan-
tify the statistics of the received SNRs at Bob and Eve
under the usage of RBF/GST at Alice. We then derive the
secrecy outage probability of RBF/GST beamformer scheme.
Based on (4), the received SNR at Bob with RBF/GST is
VeBE = 37,;. On the other hand, (5) implies that the received
SNR at Eve with RBF/GST is yXBF = 7y, |g£(i)|*. As men-
tioned, the envelope of gg(i) follows a Rician distribution
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with parameters |ug| and o and its CDF is given by

OE OE

Flge(2)=1-0Q) (M i) , (22)

where Q(-, -) is the Marcum Q-function and is given by [11]

e’} 2 2
Ql(a,b)=/ xexp<_x ta
A 2

where Iy(x) is the Modified Bessel function of the first kind.
Therefore, |gz(i)|? has the following CDF

F|gE‘2(Z)= 1 _Ql <@v£)3 (24)

OE OE

) Io(ax)dx, (23)

Thus, the CDFs of yRBF and yRBF are derived as

FyA];BF )=u (Z - 7M) s (25)
1
Fr(d = 1- 0, (@ L _i) Lo

OE OE\N Vw

where u(-) is the unit step function. Now, we are ready to
derive the secrecy outage probability of RBF/GST. To this
end, we first note that

pout (Rg) = IEhQ,gQ {Pout (Rs) | hQa gQ} . (27)
Hence, for each realization of hq and gq, Pou (Rs) can be
derived using (10). Substituting (25) into (10), we can write

— = R _1_7
Poa R9) = [ u[250 40 <1 =7y ] 01

o
= f RBF(Z)dZ
/2RS<1+yM)—1 w

_R —
1= Fpor (2 S+ 7)) — 1)

—R — _
Ql(““f',i\/2 *0t V) 1). (28)
OF OE Yw

As can be seen from (28), the secrecy outage probability
of RBF/GST depends on the design parameter oy, the vari-
ance of the randomizing vector elements, through og. Since
the function Qg(-,-) is an increasing function in or and
o & o0y, lower values of ogp implies in a lower values
of secrecy outage probability and this, in turn, implies in a
better secrecy performance. Finally, averaging (28) over all
the realizations of hg and gq gives Py (Rs). Based on (27),
we are able to calculate other secrecy performance metrics.
For example, the probability of positive secrecy rate is given
by Pr (Cs > 0) = Pr (yRBF > yREF) = 1 — P, (0).

Finally, we observe that the work in [8] does neither per-
form GST nor does it consider a passive eavesdropping sce-
nario. Therefore, the secrecy outage probability performance
of RBF/GST is not shown in this work.
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2) ACTIVE EAVESDROPPING SCENARIO

In order to derive the ergodic secrecy rate, we first note that
if we use (4) as our model for the received signal at Bob from
Alice, the ergodic secrecy rate is given by the result presented
in [8]. Note that by using (4) as the received signal model
at Bob, the received signal does not benefit from the diver-
sity gain offered by the multiple antenna array transmission
and results into a poor secrecy rate performance as shown
in Section IV. Hence, we rearrange (3) as

0-1
lholl = > Afwe()
keA k=1

- (29)
hg

wo(i) =

which results into a signal model as (1). Clearly, (1) ben-
efits from the diversity gain of the multiple antenna trans-
mission and results in a better secrecy performance. Under
the usage of (29), ge(i) in (5) will *be distributed as

ge(i) ~ CN (ug. o), where up = thQH and 0} =

12
Zke A=t |85 — glf*" o;. Now, the ergodic secrecy capac-
ity of RBF/GST is given by
+
R = {I(ys,x) —1 ( 2 )} : (30)

where I(yg; x) is given by (20) and I (yRBF'; x) is

855) = v 1 05) 1 (071 ]

(31)
where h(-) is the differential entropy. Based on [8, egs. (28)
and (30)], when x is Gaussian distributed (x ~ CAN(0, P)),
h (y®BF) and h (yRBF |x) are found respectively as

o0
h(yRBFY = —27 /(; log, Py(aty)Py(ory)ay dary,  (32)

h (yngF |x) log, (neow) n %eﬂEl (;) . (33

where B = 027y, ay = |yRBF | and Py(y) is

Py /Oo 2 I 20y,
(y) = 0
) o mogop (Y +1) of
ly|2 o + o?
X exp | == Y T — 5 E)da, (34)
(O‘ Yw+1) oy OF

where Iy(-) is the zero order modified Bessel function of
the first kind, « = |gg| and «y, = [pg|. Finally,
the ergodic secrecy rate of RBF/GST is given by subtract-
ing (31) from (20).

IV. NUMERICAL RESULTS

In this section, simulation results are presented to evaluate the
secrecy performances of the GST and RBF/GST. In the sim-
ulations, the secrecy outage probability and ergodic secrecy
rate of GST and RBF/GST are illustrated. The secrecy outage
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FIGURE 1. Secrecy outage probability performance of GST and
RBF/GST versus y; for 7y, =5dB,Rg =1 and N = 6.

probability and ergodic secrecy rate of RBF/GST is obtained
by averaging 1000 Monte Carlo simulations.

Figure 1 plots the secrecy outage probability of GST
and RBF/GST versus y,, for yy, = 5 dB, Ry = 1
and N = 6. From the figure, we see that the asymp-
totic secrecy outage probability obtained from (16) accu-
rately predicts the secrecy outage diversity and SNR gains.
We also observe that the secrecy outage probability of GST
and RBF/GST given in (11) and (28) are in precise agree-
ment with the Monte Carlo simulations marked with “x’.
Moreover, we observe that increasing Q in GST implies in
a better secrecy performance. However, the secrecy perfor-
mance of GST when not all the N antennas are used, is not
considerably worse than the case where all N antennas are
exploited. Specifically, there is approximately 0.3 dB dif-
ference in secrecy performance of GST when Q = 4 and
Q0 = N = 6. Additionally, we see that after a certain value
for y,, RBF/GST can outperform GST. More importantly,
we observe that with GST, even when all of the antennas are
used at Alice, i.e., Q = N = 6, the secrecy performance
is still worse than that of with RBF/GST and Q = 3. Thus,
RBF/GST can effectively improve secrecy performance in
MISO wiretap channels with lower amount of signal process-
ing and power consumption compared to TBF. Additionally,
we observe that the decrease of oy results in a better secrecy
outage performance of RBF/GST due to the fact that Q; (-, -)
in (28) is an increasing function in oy.

Figure 2 compares the ergodic secrecy rate of RBF/GST
with that of GST versus y,, for different Q, yy = 15 dB
and ogp = 1. We first observe that RBF/GST outperforms
GST in terms of ergodic secrecy rate performance. We also
note that ergodic secrecy rate increases with increasing Q.
We observe that the difference between the ergodic secrecy
rate with Q = N = 6 and Q = 4, N = 6 is not considerable.
Thus, by decreasing Q to a certain number, which in turn
reduces the amount of signal processing and power consump-
tion, the ergodic secrecy rate is not considerably affected.
Hence, RBF/GST can provide higher secrecy than GST with
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Ergodic Secrecy Rate [b/s/Hz]

FIGURE 2. Comparison of the ergodic secrecy rate between RBF/GST and
GST versus yp; foryy =15dBand og = 1.

a reasonable amount of signal processing and power con-
sumption. Moreover, for the sake of comparison, we plot the
ergodic secrecy rate of RBF studied in [8] with Q = N = 6.
We observe that the proposed RBF/GST outperforms this
approach and implies in a better secrecy performance.

25

‘‘‘‘‘
s
.-
-

REBY [bps/Hz]
N,
\

o5 ;4

FIGURE 3. Comparison of the ergodic secrecy rate of RBF/GST for
Ym = 0dB and 7 = 15 dB versus g

Finally, Figure 3 demonstrates the effect of oy on the
ergodic secrecy rate of RBF/GST for different number of
active antennas Q. We observe that the increase in og results
in a better ergodic secrecy rate. This is on the contrary to
the secrecy outage results due to the fact that for the case
of secrecy outage, increasing o improves the received SNR
at Eve ((28) is an increasing function in o¢) and results in a
worse secrecy outage performance. However, the ergodic rate
of Eve under usage of RBF/GST given in (31) is a decreasing
function in o and hence, increasing o always implies in a
better ergodic secrecy rate performance.

V. CONCLUSIONS

We proposed RBF/GST to enhance security performance
in block fading MISO wiretap channels. We examined the
secrecy performances of GST and RBF/GST with respect to

VOLUME 6, 2018



M. Soltani, H. Arslan: RBF/GST for Security Enhancement in MISO Wiretap Channels

IEEE Access

secrecy outage probability and ergodic secrecy rate perfor-
mance metrics. Our results indicated that GST achieves the
same maximum secrecy outage diversity gain as TBF. More-
over, the results indicated that RBF/GST outperforms GST
and results in a better secrecy performance. Furthermore,
we observed that the secrecy performance of RBF/GST can
be improved by carefully choosing the design parameters of
the randomizing beamformer. Finally, we conclude that that
RBF/GST achieves better security performance with lower
power consumption and amount of signal processing com-
pared to TBE.
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