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to the legitimate user compared to an eavesdropper. This is done by adapting the interleaving pattern to
the channel of the legitimate user in rich multipath environments, where spatially separated channels
are typically independent to each other. This ensures secrecy in a time division duplex system, where
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Ad};ptive interleaving the eave§dr0pper has no information reggrfjling the channel of the lt?gltl.mate user. The sgher_ne can also
OFDM be used in the conventional frequency division duplex system, which is more challenging in terms of
Rayleigh fading security aspects because of the channel state information leakage. A theoretical analysis is presented on
Signal space diversity the bit-error probability in Rayleigh fading environment. The numerical results support the conclusion
Physical layer security that adapting the interleaving pattern to the CSI of the legitimate user provides a gain in the bit-error rate
Eavesdropping performance over the eavesdropper.

© 2017 Elsevier B.V. All rights reserved.

1. Introduction spatially separated wireless channels of the legitimate user and
the eavesdropper. To avoid the leakage of the unique channel state

The broadcast nature of wireless transmissions results in a information (CSI) of the user to the eavesdropper, time division
critical drawback in terms of communication security and privacy, duplex (TDD) systems are used where the channel reciprocity
especially for applications in vital domains such as military, public ~ assumption can be exploited. However, many of these studies
safety or health care. Adversaries can possibly intercept the data ~ make ideal assumptions on the CSI at the transmitter (Alice), the
traffic as long as they lie within the radio transmission coverage receiver (Bob), or the eavesdropper (Eve), and ignore the practical
areas, a security problem known as eavesdropping. Physical-layer imperfections that affect the achievable secrecy performance [8].
security is emerging as a good paradigm due to its ability to ensure Frequency division duplex (FDD) is a more challenging scenario
communication secrecy without the explicit use of secret keys.  fo security in terms of the CSI leakage problem. In our work we
It serves as a promising technique for highly dynamic or ad-hoc 55566 3 security technique that uses the conventional scheme

systems such as dev1§e—t0—de\{lce and ma.chlne—pre communica- of performing CSI feedback and thus can be viewed as a worst-case
tion systems. Recent information-theoretic studies of the wiretap scenario technique in terms of security, where CSI of both the main
channel have demonstrated the possibility of achieving secrecy in . . ’

and the wiretap channels are available at Eve [8].

the physical layer with the sole use of channel coding and signal Diversity, originally used to mitigate the performance degra-

processing .techm.ques [1-5]. To that end, practical approa'ches dation on fading channels and increase transmission reliability, is
have been investigated that make use of the random multipath . . . .
also used to improve the security of wireless transmission [9]. A

ropagation environment, multiple degrees of input/output or . . . . .
brobas P & putfoutp type of diversity which has not received that much attention is

flexible waveform designs [6,7]. ) . . . .
Most of the security approaches rely on the rich multipath signal space diversity (SSD), also referred to in the literature as

environment, which provides enough uncorrelation between the modulation diversity or coordinate interleaving [ 10]. Most of the
aforementioned diversity techniques aim to provide statistically

= o ) ) independent copies of the transmitted sequence at the receiver for
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in the signal space [11,12]. The basic idea of SSD is that the quadra-
ture components of each multidimensional signal constellation
point are transmitted over independent fading channels. By simply
interleaving these components under a certain rotation angle prior
to transmission, the independence of the fading channels can easily
be accomplished. The error performance of such technique and
the choice of the optimal rotation angle which depends on the
fading channel have been analyzed by several studies. In [11],
the rotation angles are calculated at high signal-to-noise ratio
(SNR) to maximize the minimum product distance of the rotated
constellations over Rayleigh fading channels. In [12], the average
bit error rate (BER) is approximated by considering only the near-
est neighbors and the rotation angles are also chosen based on
this approximation. The exact pair-wise error probability for M-
ary phase shift keying signal constellations under Rayleigh fading
channels is calculated in [ 13] where rotation angles are optimized
by minimizing the upper bound on the average BER.

In this paper, we extend the work done in [14], where an
adaptive design is proposed for the interleaving pattern which
takes advantage of the frequency selective channels in wideband
systems such as OFDM. An observation from previous studies is
that the interleaving is done either randomly or by merely shifting
the quadrature components, not taking the information of the fad-
ing channel into consideration. In this work, the interleaving of the
quadrature components is done in frequency domain over different
subcarriers typically exhibiting uncorrelated channel coefficients.
Based on the estimated CSI of Bob, the interleaving pattern is
adapted to maximize the overall diversity gain delivered to Bob
compared to Eve, since they experience independent fading. This
relative gain in channel conditions allows us to improve the secrecy
performance of the system. Another advantage of our scheme is
that it does not need multiple requirements such as, additional
transmitted power for AN, information of the eavesdropping chan-
nel and location, multiple Tx and Rx antennas or cooperating
nodes. With limited computational complexity for detection, we
are able to improve the error performance at Bob compared to Eve.

The rest of the paper is organized as follows. In Section 2, we
explain briefly the SSD system model, followed by our proposed
adaptation for security in Section 3. Performance analysis of the
Rayleigh fading channel is given in Section 4. Finally, Section 5
presents the numerical simulation results while conclusions are
drawn in Section 6.

2. System model

In phase shift keying (PSK) or quadrature amplitude modulation
(QAM) constellations, the in-phase (I) and the quadrature (Q) chan-
nels are orthogonal and can be separated at the receiver. Therefore,
transmitting these two components through independently fading
channels introduces a diversity gain into the system. However, this
diversity gain is useful only if there is a redundancy between the
two quadrature components. This redundancy is achieved through
the rotation of the constellation points [ 12]. Fig. 1 shows a block di-
agram of an OFDM system employing SSD. Originally, the concept
of coordinate interleaving and constellation rotation is used for
frequency non-selective slowly fading channel where interleaving
can be performed over time. In this work, we take advantage of
the OFDM system performance in frequency selective channels.
Interleaving can be performed to subcarriers over each OFDM
symbol, making the added delay independent of the interleaving
depth.

The concept of SSD is generic to all PSK/QAM constellations,
hence we confine our analysis to PSK signal constellations for
simplicity. Introducing the redundancy needed for diversity can be
achieved by rotating the signal constellations by a certain angle 6.
The modified MPSK constellation can be written as

Sy = {s, = @M . p—01,... .M~ 1} (1)
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Fig. 1. OFDM system model employing SSD.

where each symbol corresponds to log,M bits. Each quadrature
component is then interleaved independently. The interleaving in
the proposed scheme is done in the frequency domain over each
OFDM symbol. For N number of subcarriers, let the sequence of
rotated I and Q components be denoted as x = (X, X1, ..., XN_1)
andy = (Yo, Y1, - - - » Yn—1), Tespectively. Let z; and z, represent the
Iand Q interleavers, resulting in sequences X = z;(x) and y = zq(y)
which are to be transmitted over the N subcarriers.

The communication channel is assumed to be frequency selec-
tive fading channel. Let the discrete channel frequency response
matrix be denoted as H = diag(Hg, Hy, ..., Hy_1) where H, =
|Hi|e/%: is the complex coefficient of the kth subcarrier. These
coefficients are generated from the channel time impulse response
where the taps are modeled as i.i.d. zero-mean complex Gaussian
random variables in a Rayleigh fading channel. The N subcarrier
channels are identically distributed but may not be independent
of each other, since each coefficient is a linear combination of
Gaussian variables. In order to simplify the mathematical analysis,
itis assumed that all subcarriers experience i.i.d. fading.

Considering perfect synchronization at the receiver, the
received symbols after FFT can be written as

r=Hs+n (2)

where s = X + jy is the vector of the transmitted interleaved
symbols and n is a complex vector of additive white Gaussian noise
with zero mean and a variance of Ny /2 in each dimension. Since the
CSI is available at the receiver via channel estimation, the phase
shift of the channel response e/%¢ can be removed without any
error. The received I and Q components are then de-interleaved to
give r; = z,’l(r,) and 7y = 261(rQ). The magnitude of CSI is also
de-interleaved resulting in [H;| = z;'(|H|) and [Ho| = z,'(|H]).
The receiver then performs a maximum likelihood detection on the
de-interleaved sequence

= [Hx+jHoly + 7 (3)

where ¥ = 1; + jig and n are the received signal and noise
respectively after de-interleaving.

3. Proposed secure OFDM system with SSD

The proposed eavesdropping-resilient OFDM system with SSD
depends on delivering more diversity gain to Bob compared to
Eve. It is shown in previous studies that the gain of SSD depends
on the Euclidean distance between constellation points which is a
function of the rotation angle under independent fading of I and
Q components [10]. For a certain rotation angle, larger difference
in the fading components provides larger gain. This can be un-
derstood as when one component goes through deep fading, the
other component should provide enough separation distance in the
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Fig. 2. Adapting interleaving pattern to the channel response to provide more
diversity gain to Bob than Eve.

signal space to offer more protection against noise, so that no two
constellation points collapse together along any of the quadrature
components [10].

Hence, to provide more gain to Bob we adapt the interleaving
pattern to his CSI such that components going through bad channel
condition, i.e. deep fades, are interleaved with ones going through
good channel condition. This is done by first sorting the channel
coefficients Hy according to the descending order of their magni-
tudes. The order of the N subcarriers can be expressed as

IH(D| = [Hi(2)] = - -+ = [Hi(D] = - - - = [H(N)] (4)

where k is the variable representing the position index of each
subcarrier in the frequency domain and I denotes the subcarrier
order index among the N sorted subcarriers. Then the interleaving
pattern is designed so that one of the quadrature components
of the upper half of the sorted subcarriers,which has the largest
magnitudes, should replace the lower half, which has the smallest
magnitudes. This can be visualized as moving from the ends to the
middle as shown in Fig. 2. This way, we make sure that each bad
component is interleaved with the best component possible. The
interleaved pairs would have the [ indices of

As mentioned before, our scheme makes use of the channel
spatial dependency, meaning that wireless channels associated
with different end points at separate locations typically exhibit
uncorrelated propagation characteristics in rich scattering envi-
ronments. As a result, the eavesdropping channel Hf would be
uncorrelated with the main channel H. The de-interleaved signal
at Eve can be written as

T = H} |x + j[Hg |y + fig (6)

Since this is a CSI-based security scheme, the CSI needs to be
known at Alice. While the CSI can be estimated at Alice in a TDD
system, It needs to be fedback by Bob in the conventional FDD sys-
tems. Alternatively, Bob can feedback only the interleaving indices
in (5) for feedback bandwidth efficiency. Also, the time variation of
the wireless channels introduces frequently updated randomness,
which further strengthens its security. In some scenarios, the CSI
may be outdated due to insufficient feedback bandwidth, causing
the main channel at Alice to consist of only the past channels.

Since the channel is slowly fading, using the past channel for the
interleaving pattern adaptation will not have a large effect on the
diversity gain delivered. Hence, Bob can also use the past channel
for interleaving adaptation while the current channel is used for
normal detection. Since the CSI is fed back from Bob to Alice, Eve
can intercept the transmission to acquire the interleaving pattern
and use it for detection. However, even if she manages to use the
same de-interleaver as Bob, the gain delivered is not the same due
to the uncorrelation between their channels, as shown in Fig. 2. In
fact, the performance of Eve will be the same as SSD with random
interleaving, as shown later on.

However, if we take a closer look at the interleaved pairs in
(5), we notice that not all the pairs contribute identically to the
diversity gain. In fact, most of the gain comes from the first portion
of pairs, and as we move forward the contribution becomes less
significant. This comes from the fact that, the interleaved channel
magnitude pairs at the end are close to each other in order, hence
they have the minimum differences among subcarriers. We can
take advantage of this by reducing the interleaver depth to include
just the contributing pairs and keep the remaining subcarriers
without interleaving. In addition to reducing computational com-
plexity, this has the advantage of significantly reducing the gain
delivered to Eve. Since the chosen interleaved pairs are adapted for
Bob’s channel, more gain reduction is delivered to Eve compared to
Bob.

4. Performance analysis over Rayleigh fading channels

Considering a QPSK scheme for the analysis, the conditional
average bit-error probability can be written as

P(sp — Spla) = Q(,/adﬁm> (7)

where o = |H|? f,—b is the faded SNR per bit and dzml.n represents the
minimum squared Euclidean distance between two constellation
points, indicating that only the nearest neighbors are considered.
It can also be represented as the sum of the distances in the I and

Qdirections d>, = d7 + dg, [12], where

min
d? =1+ sin(29),
dg = 1—sin(20). (8)

In this work, the fading amplitude is modeled as Rayleigh fading
with unity average power. Hence « has the PDF and CDF of

fv( = leia/&! (9)
a -
Fo=1—¢"%/ (10)

respectively, where & = % is the average SNR per bit and, in (7),
Q(x) is the Gaussian probability function defined as
2

mmzlfﬁﬂww¢ (11)
0

T

4.1. Average probability of bit error for conventional system

Assuming perfect CSI, the average bit-error probability for the
conventional QPSK system is calculated by averaging over the fad-
ing statistics, giving the widely known formula when considering
only the nearest neighbors [15]

%) 1 o
pe:/O Q( a(df+dé))fadoc = 2(1—,/1+&>. (12)

It is observed from (8) and (12) that, under the same I and Q fading,
the system performance is not a function of the constellation
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Fig. 3. Average BER of QPSK scheme for different scenarios.

rotation, since d and d always add up to d2; = 2.In subsequent
analysis we con51der 1ndependent Iand Q fading scenarios employ-
ing coordinate interleaving.

4.2. Average probability of bit error for SSD system with random
interleaver

Let o7 and «, be two i.i.d. random variables with PDF given in
(9). The average bit-error probability is obtained by averaging (7)
over the I and Q fading components

P —/ / ( Ol1d2+(¥2dz>fa1fazd(¥1d(¥2 (13)

where oy = |H|*§ E” and o, = [Hq|? 2. Since we assume that all
subcarriers experlence independent fac(img, the error probability is
calculated in (13) by averaging over the product of the distributions
for the two interleaved fading components. This gives the result
reported in [13]

p_1_ d? ad?/2
T2 Ad - )\ 1+ad?)2
dz ad2/2
+5m (14)
2d? — d2)\\ 1+ad /2

4.3. Average probability of bit error for SSD system with adaptive
interleaver

For the proposed adaptive interleaver, the two fading compo-
nents oy and «; cannot be considered exponentially distributed as
in (9) anymore. Since our algorithm sorts the subcarriers according
to the fading magnitude, the distribution of the fading components
over each subcarrier follows an order statistic that depends on the
subcarrier order index [ and the total number of subcarriers N.

For a sequence of i.i.d. random variables {«1, @3, ..., an} of
length N, PDF f,, and CDF F,, the PDF of the kth order statistic, that
is, the k smallest of the sequence, is given by [16]

N!

fi = 7‘{1:5_1[1 —F,

(k — DN —k)! e (15)
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Fig. 4. Average BER of QPSK scheme with adaptive interleaver for different rotation
angles along with matching simulation results.

Hence, for a subcarrier with the interleaved pair of order indices
(kq, ko), the distribution of the fading components «; and «; fol-
lows the order statistics fi, and fi, from (15) respectively, and the
bit-error probability can be calculated as

Py(ky, ky) = / / ( o d? + o d )fklszddlddz (16)
_ Y Y (m )(l - 1>(_UW
up
B B 4 Y
1— | / , 17
[ F-v\1+8 B—vy 1+)/:| (17)

U]—O uy= 0

where
N!
2(ky — DN = kq)l(ug +N — kg + 1)
N!
X U= DN —k2)(ua + N =k + 1)
d*a
B= ,
2(uy +N—ki+1)
dda

T 2u;+N—ky+1)

The exact derivation of (17) can be found in the appendix.
According to (5), for a total number of N subcarriers, the orders
take the values k; € {1,2,...,N} whilek, = N+ 1 —ky.As a
result, (16) can be written as a function of only k; and the total
average bit-error probability is calculated by averaging over the N
subcarriers

1 N
Pe= 5 D Pilki). (18)

k1=1

Fig. 3 shows the error performance of the conventional QPSK
system over Rayleigh fading channel, as in (12), and the SSD
system with both random interleaver (14) and adaptive optimal
interleaver (17). The rotation angle is set to the optimal value of
27.5° as reported in [13]. The AWGN performance is also added
for comparison. It is clear how adapting the interleaving pattern
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improves the error performance over the conventional systems.
Simulation results which match the theoretical formula are also
included where the number of OFDM subcarriers is set to 16. Fig. 4
shows the matching simulations results and theoretical formula of
the adaptive interleaver design for different rotation angles.

5. Numerical results

The security of the proposed OFDM system employing SSD is
evaluated through the BER of Bob and Eve over fading channels.
We take QPSK as the candidate constellation in MPSK signal con-
stellations and present the simulation results over Rayleigh fading
multipath channels with uniform power delay profile. In order to
make fair comparisons, we assume that the main channel and the
wiretap channel follow an identical statistical model, and that the
noise levels at all nodes are the same.

First we show the simulation results for the optimum rota-
tion angle for QPSK signal constellations. Fig. 5 shows the BER
performance at E,/Ng = 15 dB with different rotation angles
and random interleaving. The optimum rotation angle matches
the one calculated in [13] for natural bit mapping. Fig. 6 shows
the performance gain achieved by the SSD over the conventional

modulation system for the optimum rotation angle calculated and
N = 64 subcarriers. This gain is achieved using a certain random
interleaver at both Alice and Bob.

In FDD case, under the assumption that Eve can acquire the
interleaving pattern used by Alice and Bob, the maximum gain that
can be delivered to Eve is the same as the random interleaver case,
which is shown clearly in Fig. 6. We also include the TDD case
where the interleaving pattern at Eve does not match with Bob,
since CSIis not known to Eve. It shows that the performance of Eve
is totally degraded and secrecy is ensured. In addition, the figure
shows that the gain delivered to Bob is larger than the normal SSD
gain since we adapt the interleaving pattern to the main channel
response.

As we mentioned before, the interleaver depth can be reduced
without losing much of the performance gain for Bob. Fig. 7 shows
the performance for different values of interleaver depth as per-
centage of the N subcarriers at SNR = 20 dB. Keeping in mind that
itisin log scale, we see that the gain reduction for Eve is very large
compared to Bob. Based on the acceptable performance of Bob, the
interleaver depth can be chosen to minimize the gain delivered
to Eve. Fig. 8 shows the performance gain for Bob and Eve for
interleaver depth of 50%. It is clear that the diversity gain delivered
to Eve over the conventional system is becoming insignificant
compared to Bob.

6. Conclusion

The randomness of the wireless multipath channel is used to
provide more diversity gain to the legitimate user compared to an
eavesdropper. Using signal space diversity, we are able to enhance
the error performance by adapting the interleaving pattern to the
unique channel response of the legitimate user. This scheme is
robust to the channel state information leakage problem usually
faced in wireless communication, hence conventional FDD systems
can be adopted. Based on the theoretical analysis and numerical re-
sults, the design of an adaptive interleaver is presented with a trade
off between computational complexity and error performance.

Appendix

Substituting (11) and (15) into (16) gives
N! N!
(k1 — DN — k1)l (k2 — 1IN

a1d2+a2d2Q
251n2¢
/ [ / Le as (19)
[ e ] o] ™ Lo,
o
x [1 - e—az/&]"z_

]I:e—dz/ ] he 1 —az/ﬂlda
o

where f, and F, in (15) are taken from (9) and (10) respectively.

Using the binomial expansion results in

ki, k
Py(kq, k) = )

2
1

d
(N k1+1+25in2¢)
k], kz / / /
N—ky+1, 90
—ay 2 +25m2¢) k1 ) uq
x e ( Z( ! ><—e°‘1/a) (20)

u1=0 U
ky—1 i
kz—l -
—e™/% ) doydayd
<S5 e
=
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Wb which is integrated over «; and o5, to get
ki—1ky—1
2A (k1 — 1\ (ky — 1
2L Ps(kq, ko) = Z Z ( (—1)ur+u2
10 Uy
uy=0 le—O
3 sinep
0 , R et (22)
o (sin“g + B)(sin“g + y)
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Fig. 8. Performance reduction in average BER at different SNR with 50% interleaver
depth.

where
N! N!
B=— .
2 (k1 — DN — kq)! (ky — 1)!(N — k2)!
Rearranging (20) gives
k1—1ky—1
ki — 1\ [ky — 1
Pk k) =B 3 3 (‘1 )( . )(_1)u1+uz
u1=0uy=0 2

up+N—kq+1 a
a 2sin2¢

(21)

Y

2
upy +Njk2+1 dQ
o 2sin2¢

X e dO{]dOlzd(ﬁ

where A, 8 and y are the same as in (17). The integral in (22) can
be solved using partial fraction expansion as

12/3 B B y v
0 B—vysin’¢p+p  B—ysin’p+y

T
= V\/1+ﬂ B — yvm

Substituting (23) into (22) gives the final result in (17).

(23)
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