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Abstract—A channel amplitude quantization method that can
effectively quantize the channel response using just one single
threshold value is proposed in order to extract a random
manipulating sequence with good secrecy properties. Specifically,
a Time Division Duplex (TDD) wireless system is considered
over independent identical distributed (i.i.d.) Rayleigh fast fading
channel, where potential passive eavesdroppers (Eves) can only
estimate their own channel and have no knowledge about CSI be-
tween legitimate communication parties. The transmitter (Alice)
is only aware of the CSI of the legitimate user (Bob). Particularly,
the proposed security technique takes the bits of the transmitted
data packets and manipulate them with a logical vector that
characterizes the channel randomness based on the estimated CSI
gain. The process of manipulation is implemented on a bit level
basis using an XOR operation exactly before modulation process.
The same XOR operation is implemented after demodulation
process on the detected bits to extract the concealed bits. The
obtained simulation results show that the employment of such
mechanism can ensure data confidentiality. Furthermore, the
simulation results are extended to include the effect of the selected
quantization threshold on the BER performance of Eve as well
as the amount of information leakage to its side. It is shown that
security gap region between Bob and Eve is made very large
over all expected Signal to Noise ratio (SNR) values despite the
small degradation in the bit error rate (BER) performance of
Bob because of the expected channel estimation errors due to
noise.

I. INTRODUCTION

The proliferation of wireless devices creates a surge in

data communication over wireless media. This wirelessly

transferred data is becoming more and more important to

its own generators since it includes personal information or

even sensitive financial data contents about its owners. Users

want their data to be sent confidentially and securely even in

wireless systems. However, because of the broadcast nature of

wireless signals, the security task is getting harder and more

challenging than before. As a result, well advanced security

techniques have to be designed and developed to address this

issue. Traditionally, confidentiality has been tackled by using

cryptography-based methods as shown in Shannon’s work [1].

However, recently developed and advanced decryption

methods supported by very powerful processing and comput-

ing devices disclose the weakness of this kind of approaches.

Additionally, the trends of future wireless systems toward de-

centralized and asynchronous network infrastructure make the

key sharing method alongside the required key management

process extremely difficult. So, Physical layer security (PHY

security) arises as a promising method to achieve additional

protection along with the conventional cryptography based

methods. In Wyner’s paper [2], it was demonstrated that

confidential communication between trusted users is possible

without even sharing a secret key if the eavesdropper’s channel

is a degraded version of the legitimate receiver channel.

Thus, PHY security was achieved at that time using secrecy

codes generated randomly by channel dependent stochastic

encoders. Inspired by the same paper [2], the secrecy capacity

from an information theoretic point of view has been studied

for various wireless fading channel scenarios [3]-[9]. Signal

processing security techniques that are based on exploiting

specific features of the transmitted waveform such as OFDM,

have also been proposed for PHY security [10-12]. Artificial

noise alongside Multiple Input Multiple Output (MIMO) sys-

tems are also investigated for security as shown in [13-15].

Additionally, beam-forming MIMO based security proce-

dures, that take into account the effect of imperfect channel

estimation on the secrecy capacity, have been examined in [16-

18]. Other studies analyzed middle situations in which partial

Channel State Information (CSI) knowledge is available from

all parties [19]-[23]. Particularly, in [22], [23], two concurrent

and independent works stated similar information theoretic

based conclusions regarding the advantages of CSI availability

at the transmitter, where authors of [23] studied the secure

message rates and secret-key rates that can be obtained if there

is only partial CSI over ergodic fading channels with known

statistics. However, most of the previously mentioned security

techniques depend on designing secrecy codes or on exploiting

the availability of a certain degree of freedom available in

frequency, time, space, or code domain, while some others

are specific for particular systems such as OFDM. Despite of

all these constrains, still security can be provided by exploiting

the CSI knowledge at the legitimate parties to extract secret

keys from the channel response [24]. For more details on the

existing methods used for extracting secret keys, interested

readers can refer to [24] and [25] and the references therein.

In this paper, different from the existing methods that use

multiple quantization thresholds [24], we propose a chan-

nel amplitude based-quantization method that can effectively

quantize the channel response using just one single threshold

value in order to extract a random manipulating sequence

with good secrecy properties. This results in making the

random sequence extraction process faster (i.e., less delay, less

processing time, and minimal energy consumption), simpler

(i.e., less complexity with negligible overhead), and self-
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dependent as it does not require sharing the value of the

selected quantization threshold publicly. These advantages can

make the proposed method attractive and good candidate for

Internet of Thing (IoT) devices. This paper also shows that

by using just a single properly selected threshold, a random

vector with good entropy can be extracted from fast fading

channels. The effect of the selected channel-based quantization

threshold on both the secrecy gap and eavesdropper’s BER

performances are investigated and quantified. The optimal

selected threshold that gives the best secrecy performance

is found to be equal to the mean of the channel variation

(realization) vector. Accordingly, the bits of the data packets

are manipulated before transmission with the corresponding

threshold-based manipulating random vector extracted from

the channel. The process of manipulation is performed using

an XOR operation, implemented on a bit level basis directly

before modulation process.

Our results clearly prove that the employment of such

mechanism can significantly ensure data confidentiality. Addi-

tionally, since the operation of this method highly depends on

the channel, the simulation results are extended to include the

effect of imperfect channel estimation on the performance of

both Bob and Eve as well as the effect of the selected threshold

on the BER performance of Eve. It is shown that the security

gap between Bob and Eve is kept very high even though there

is a small BER degradation at Bob because of channel estima-

tion errors due to noise. These errors are normal and expected

observations even without using our proposed security method.

It is worth mentioning that we have used in this paper a simple

communication system to prove the concept of the method,

however, this technique can be applied for any communication

system such as Orthogonal Frequency Division Multiplexing

(OFDM), Code Division Multiple Access (CDMA) to provide

approximately perfect (i.e. secrecy capacity equals Shannon

capacity) secure communication systems over fading channels.

II. SYSTEM MODEL AND PRELIMINARIES

A communication system scenario as drawn in Fig.1 is

examined in this study. A trusted sender, Alice, conveys data

packets (messages) to legitimate receiver, Bob. The message

x(n) is transmitted over a discrete time wireless multipath

Rayleigh fast fading channel whose baseband received signal

at Bob’s side is given in (1), where hb(n) is time-varying

complex gain of one tap channel and wb(n) is the zero-

mean complex additive white Gaussian noise (AWGN). An

eavesdropper, Eve, tries to eavesdrop the signal transmitted

by Alice. Similarly, the signal captured by Eve is given in (2)

where he(n), and we(n) are the complex channel response,

and AWGN of eavesdropper channel, respectively.

yb(n) = hb(n) ∗ x(n) + wb(n), (1)

ye(n) = he(n) ∗ x(n) + we(n). (2)

Packet based transmission is considered where each packet

constitutes N information symbols. The duration of a symbol

is on the order of the channel coherence time; so, the fading

gain varies from one symbol to the next.
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Fig. 1. System model considered in this work.

Packets consist of Q-size cyclic redundancy check (CRC)

as well as the main packet of size N. We assume the channel

fading coefficients are i.i.d. over the conveyed symbols during

one transmission packet. Multipath response of the main

channel, hb(n), is assumed to be known by the legitimate

users Alice and Bob. This can be realized by utilizing the

channel reciprocity in TDD systems. Since Eve is a passive

node, we assume that Alice has no information about CSI for

the eavesdropper channel, he(n). This practical assumption

is also inspired by the results that additional knowledge of

eavesdropper channel does not provide gain in terms of secrecy

in fading channels [5]. As a final notice, we assume that

Eve has no information about the main channel because the

wireless channel response is unique to the locations of the

transmitter and receiver as well as the environment. Therefore,

hb(n) and he(n) are uncorrelated, where multipath compo-

nents decorrelate from one transmit-receive path to another if

the paths are detached by the order of an RF wavelength or

more.

Additionally, single antenna is considered to be used by

all communication parties (Bob, Alice and Eve). In order

to perform the proposed security method, the knowledge

of the uplink fading channel is required in order to obtain

fading gains over each single transmitted symbol. This can

be estimated using the downlink channel in the TDD systems

since these systems use the same carrier frequency for both

uplink and downlink channels. The TDD can flexibly assign

the limited channel resources to uplink and downlink. An-

other advantage of TDD is that channel reciprocity, which

means that fading is highly correlated between the uplink

and downlink due to the use of the same carrier frequency.

These feasible assumptions facilitate the implementation of

our proposed security technique.

III. THE PROPOSED SECURITY TECHNIQUE

Many physical security methods have been proposed in the

literature, in which, most of them rely on the existence of a

certain degree of freedom in signal domains such as space,

code, time or frequency. These domains are exploited and

used to design secure systems based on the characteristics of

the observed channel between the legitimate communication
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Fig. 2. Signaling process of proposed method.

parties. It has been noticed that the more degree of freedom

we have, the more secure the designed system will be. Un-

fortunately, despite the effectiveness of such approaches, their

obtained secrecy rate is limited and very small and usually

providing a certain secrecy rate at the cost of sacrificing

the precious telecommunication resources such as power and

bandwidth. On the other hand, secrecy capacity of fast fading

channels under imperfect CSI estimation at the transmitter has

been studied in [22], [23]. However, in the previous works,

the source of security was based on using Wyner codes,

while in our proposed security method the knowledge of

the instantaneous CSI at the transmitter is the kernel of the

developed security method. The CSI of i.i.d fading Rayleigh

channel is considered to be the main cause of randomness.

As stated in the aforementioned section (system model), the

main CSI between the transmitter and the trusted receiver can’t

be obtained by eavesdroppers since there is no CSI feedback

about the channel status in TDD system; instead, channel

reciprocity property of TDD systems is implemented to know

uplink channel from the downlink one. Since our security

technique is based on the CSI knowledge of the trusted

receiver at the transmitter, we consider from the beginning the

effect of channel estimation errors on the security performance

of our proposed method. Channel estimation based results are

then compared with the theoretical performance when perfect

channel estimation assumption is adopted in the model. We

also assume that the primary cause for channel estimation

errors is the AWGN, where the adopted system is considered

to be error free of both inter-symbol interference (ISI) and

inter-carrier interference (ICI) since there are enough guard

time period between the transmitted symbols and at the same

time sufficient guard band between the assigned sub-carriers.

To generate and apply shared manipulating vector using

proposed method, Alice and Bob perform the following main

steps:

(A) Estimation of the complex channel coefficients vector.

(B) Selection of threshold.

(C) Generation of manipulating vector.

(D) Application manipulating vector

The details of the main steps are as follows:

A. Estimation of the complex channel coefficients vector

Firstly, before the communication process starts, a set of

already known training sequence is sent via i.i.d. Rayleigh

fast fading channel to the intended receiver, that in turn

estimates the instantaneous channel gain over each symbol by

dividing the received training symbols on the already known

ones at the receiver as presented in Fig. 2. The estimated

downlink channel is then used to estimate the CSI gain at

the transmitter using the channel reciprocity property applied

in TDD systems, thus, there is no way for Eve to know the CSI

between Alice and Bob. This assumption coincides with the

practical situation. Generally speaking, the estimated available

CSI at the transmitter after the training process is as close as

the one used for equalization at the receiver side.

B. Selection of threshold

One of the most critical step in this algorithm is the selection

of proper threshold ξ. The reason behind this is that, although

Bob and Eve have different channels with respect to Alice, the

amount of randomness of the generated manipulating vector

and information leakage to Eve can be significantly impacted

by the selected threshold. Through computer simulations, it is

observed that the best threshold is that one which is selected

with respect to the mean of the amplitude of the considered

fading channel distribution. In other words, if the threshold

is equal to the mean of the estimated channel amplitude

sequence, then the manipulating vector will provide a complete

confusion to Eve, while selecting different threshold values

leads to leakage of information to Eve. The effect of threshold

on the BER performance of Eve is presented in the simulation

results section.

C. Generation of manipulating vector

After proper selection of threshold with respect to the

estimated channel gain (i.e. α(n) = |hb(n)|), the manipulated

vector is constructed based on comparison of received channel

gain vector values with the threshold. More specifically, the

obtained amplitude gain value caused by the channel over

each single symbol is compared with this threshold, then a

conditional if clause statement is implemented to check if

α(n) > ξ or not. A new vector called β(n) is defined and

created to store the resulted logical bit value of the performed

conditional operation. The bit value is set to one (1) when

the condition is met and zero (0) elsewhere. By doing so, the

existed randomness in the channel between Alice and Bob

is completely mapped into a vector of digital values (zeros

and ones) that can be used in the digital processing domain

for different purposes including enhancing the reliability of

communication systems. Specifically, in this work, we use it

for security purposes.
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D. Application manipulating vector

1) At Transmitter side: At transmitter side, the net raw

information bits NI , which are divided into packets of fixed

number of bits attached with CRC followed by interleaving

or encoding processes, reach the modulator (bit mapper) as

coded bits NC . These coded bits NC are manipulated (by

using manipulating vector generated in previous step) exactly

before they are mapped onto a constellation S to obtain N

modulation symbols (s1, ..., sN ). The manipulation can be

done at symbol level or at bit level but in this work we are

applying manipulating vector at bit level. The manipulation

process in this work is done by performing an XOR operation

with the previously obtained vector β(n) that includes and

represents the randomness of the channel in a digital manner.

The resulted manipulated bits shape the new vector that is

going to be modulated. Finally, the N modulation symbols

are conveyed to the destination.
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Fig. 3. Simulation Performance Result of the Proposed Security Method
(Threshold ξ=1).

2) At Receiver side: Looking at the receiver side, simply

and briefly, the same process implemented at transmitter is

done at the receiver since the channel is available at both

sides. At the receiver side, the reverse process is performed

according to the available estimated CSI gain, where the same

XOR operation is implemented after demodulation process

on the detected bits to get the concealed bits. For Bob who

has the same estimated CSI as Alice, will be able to decode

the data correctly since the created logical random vector is

same as the one made at the transmitter, whereas, Eve has

completely different logical vector, so even if she is aware of

the technique, she will detect wrong bits that degrade the BER

behaviour. Note that Eve will have different logical vector

because of different location and due to properly selected

threshold by legitimate parties. Simulation results prove that

the use of this security method provides a very high secrecy

performance gain where the BER gap region between Bob and

Eve is made very large over all SNR values.

It should be noted that this security algorithm is imple-

mented just before the communication process starts, and it

can be renewed at any time the transmitter and receiver agree

on to keep refreshing the source of security and make it

as strong as possible. One important point that should be

emphasized here is that this security training process should be

implemented with sufficient high power to combat the effect

of noise on the estimation errors so that the detected secret

vector is as immune, robust and error-free as possible.

IV. SIMULATION RESULTS

The effectiveness of the developed security technique is

characterized by the BER performance verses average SNR

for both Bob and Eve. A simple communication system based

on packet transmission is simulated, the packet size is equal to

432 bits with additional 32 CRC bits appended to the packet

for the sake of error detection and a training sequence is also

added to the original manipulated bits. Channel estimation

using a training sequence is performed at both Bob and Eve

as previously stated, from the estimated CSI gain at the trans-

mitter, a vector of logical bits representing the randomness of

the main channel is created by performing logical comparison

with a proper selected threshold ξ, then the vector is used to

manipulate data bits using an XOR operation, finally BPSK is

used to modulate the manipulated data bits.

The modulated symbols are sent over i.i.d. Rayleigh fast fading

channel. Fig. 2 depicts the BER performance when ξ = 1
for both Bob and Eve considering two cases with perfect

CSI and with estimated CSI, the green solid line represents

the performance of Bob when perfect channel estimation is

assumed, whereas the intermittent blue line represents Bob’s

performance when channel estimation error is taken into ac-

count. The obtained results for Bob under the implementation

of the proposed security method exactly coincides with the

ones found in the literature under channel estimation [26].

This proves that the developed security method has no side

effects on the BER performance of targeted users, instead it

completely deteriorates the ability of malicious eavesdroppers

to decode the received bits correctly. Particularly, in both cases

whether Eve is aware of the manipulation process (i.e. Eve

has pre-knowledge of the used algorithm) or not, she is going

to experience a very bad BER as shown in Fig. 2. A very

important observation should be taken into account that the

BER plots exhibited in Fig. 2 are only obtained when ξ = 1,

which is the best and optimum value for the selected threshold

and is highly affected by the PDF of the amplitude (gain) of

the considered fading channel.

In Fig. 3, we test the exact effect of the selected threshold

ξ on the BER of Eve, that changes dramatically as ξ varies.

Specifically, four different values are tested to show this

impact. Fig. 3.(a) presents performance for ξ = 0 such that

Eve’s BER takes two curves based on her awareness of the

algorithm or not. The black curve in Fig. 3.(a) exhibits the

performance for the case in which Eve has no knowledge

about the used method, where she sees a very bad BER

(constant unity and full error rate over all SNRs). However,

if she already knows the algorithm and uses her estimated

channel in decoding process then its performance (drawn in

red color) matches Bob’s BER (drawn in blue color). The
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Fig. 4. BER Performance of the proposed security technique for BPSK Modualtion in i.i.d Rayleigh Fading Channel with CSI Estimation at different values
for the selected threshold.

main reason behind this is that the shape of the amplitude

fad gain of the observed channel (i.e. PDF of the channel),

which is, in our case, considered to be Rayleigh fading and

has an amplitude of fading gain ranging from 0 to 3.5 with

maximum probability (highest PDF peak) at amplitude gain

equals 1. Therefore, at ξ = 0, all the transmitted bits are

going to be manipulated using the adapted XOR operation,

which means that if Eve is aware of this, she will use her

channel to de-manipulate the received data bits and get the

correct ones although her estimated CSI is different from Bob,

but at the end, the amplitude gain is always greater than the

set threshold ξ = 0. This leads to manipulating all the bits

and removes randomness of the method totally. Such situation

should be avoided by staying away from setting and selecting

such a threshold. The rest of the cases in Fig. 3, cases (b), (c)

and (d) are plotted for ξ = 0.5, ξ = 2, ξ = 3, respectively.

It should be noted that as the value of threshold increases,

the degradation in the BER performance of Eve increases

firstly for both cases until certain threshold and then the

degradation in BER of Eve decrease. More specifically, the

information leakage decreases as the value of threshold in-

creases until optimum threshold and then it increases. The

reason is that threshold is controlling the randomness of the

manipulating vector. The best threshold value is found by

simulation to be when ξ = 1 since it results in a complete

random process as presented in Fig. 2.

V. CONCLUSION

A new PHY layer security method is designed based of

channel randomness and quantization threshold selection. The

proposed method requires no CSI knowledge of the eaves-

droppers; instead, it only relies on CSI knowledge of the

legitimate users at the transmitter, where potential passive

eavesdroppers can only estimate their own channel and have

no knowledge about CSI between legitimate communication

parties since channel reciprocity property of TDD systems is

used in channel estimation instead of exchanging feedback

signaling about the channel. Particularly, a logical vector, that

reflects the channel randomness based on the estimated CSI

gain, is created in order to be manipulated with the bits of

the transmitted data packets. The process of manipulation is

implemented on a bit level basis exactly before modulation

process using an XOR operation. The same XOR operation is

implemented after demodulation process on the detected bits

to extract the concealed bits.

The obtained results demonstrate that the deployment of

such mechanism can significantly ensure complete data con-

fidentiality in fading channels, where security gap region

between Bob and Eve is made very large over all observed

SNR values. It is also deduced that the developed security
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algorithm has no side effects on the performance of targeted

users. Future work will involve extending the proposed se-

curity technique to different fading channel scenarios, and

various communication systems setups with different MIMO

configurations so that exact performance results for both Bob

and Eve can be provided.
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