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Abstract—In this paper, a practical power efficient technique
is proposed for an untrusted decode-and-forward (DAF) based
cooperative communication system to provide secure communi-
cation between the source and the destination. More specifically,
a DAF relay, called switchable DAF (sDAF), is designed in
such a way that it can be switched to amplify-and-forward
(AAF) in certain predefined situations. The algorithm is based on
destination-assisted jamming and comprised of two phases. The
first phase securely shares the random manipulating sequence
(RMS) through an untrusted relay, while the second phase uses
this RMS for secure communication through untrusted relay.
This algorithm not only provides secrecy, but also enhances
the power efficiency as compared to other destination-assisted
jamming techniques.

Index Terms—Phy-security, jamming, untrusted relay, secure
DAF

I. INTRODUCTION

Due to the advantages of wireless communication over

wired communication, wireless-based applications are becom-

ing extremely pervasive in our daily life. Furthermore, with the

advancement in high data-rate-based applications, the demand

for bandwidth and power efficient transceivers is continu-

ously increasing [1]. To this end, cooperative communica-

tion is a suitable candidate for providing bandwidth efficient

transceivers, especially for handheld devices. More precisely,

amplify-and-forward (AAF) and decode-and-forward (DAF)

are the most popular techniques of cooperative communica-

tions [2]. In [3], the authors presented hybrid relaying scheme

for Orthogonal Frequency Division Multiplexing (OFDM) sys-

tem, which takes benefits of both DAF and AAF relaying by

adaptively switching among AAF, DAF and non-relay modes

on subcarrier basis. Although AAF and DAF are popularly

used schemes in the literature, they have some problems

related to noise enhancement and error propagation. These

problems can be overcome by using efficient channel coding

schemes [2], [4] such as convolutional encoding with Viterbi

decoding [5], [6].

In addition, the security aspect of wireless communication

is one of the most critical issues due to the broadcast nature

of wireless communication [7]. The use of wireless com-

munication for sharing sensitive information (e.g. financial

transactions, personal information, etc.) makes security one

of the most critical requirements for the current and future

wireless systems [7]. Conventional techniques for security

have mainly focused on cryptography but the key’s estab-

lishment and management are very complex tasks in modern

decentralized networks [8]. In order to solve this issue, the

research on physical layer security (PLS) has drawn a lot of

interest because of its ability to solve the challenges offered

by the conventional cryptographic-based security techniques.

The PLS techniques are capable of providing confidentiality

by utilizing the impairments of wireless channel, such as noise,

fading, interference, etc. [7], [8].

This study concerns about PLS techniques for cooperative

communication systems. There is a variety of such PLS

techniques [8], such as PLS-based secret key generation using

relays [9], relay-based beamforming for PLS with and without

cooperative jamming [10], relay selection for enhancing PLS

[11], adaptive power allocation dependent PLS techniques

[12], noise and cooperative jamming dependent PLS tech-

niques with trusted and untrusted relay [13], [14], etc.

In this study, we mainly focus on cooperative jamming

with untrusted relay. In [13], an untrusted relay was jammed

with the help of an external node or the intended receiver in

such a way that it helps in the reliability but cannot extract

information from the signal. In [14], a technique composed of

two phases was proposed to provide secrecy. In its first phase,

the source transmits a signal towards relay, and simultaneously

cooperates with the destination for jamming the eavesdropper.

In its second phase, the decoded source signal is transmitted

by the relay, and at the same time, this relay cooperates with

the source to jam the eavesdropper.

In the case of untrusted AAF relay, destination-assisted

jamming is an effective technique, which takes advantages

of relay, while keeping information secure from the relay.

However, in the case of untrusted DAF relay, the destination-

assisted-jamming based security techniques do not work be-

cause jamming signals from destination affect the performance

of DAF relaying [14]. Hence, DAF relaying had not been used

in untrusted network as discussed in [15]. Although AAF’s

implementation is simple, it may amplify the noise [2], so

coded DAF [5] is preferable. Motivated by [3] and destination-

assisted jamming for AAF [14], a practical technique for

secure communication via DAF untrusted relay is proposed.

This technique allows the users to keep utilizing the benefits

provided by DAF, while keeping the information secure from

the untrusted relay.

The rest of the paper is organized as follows. The system

model is presented in Section II, followed by the proposed
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algorithm in Section III. Section IV presents simulation results,

while Section V offers practical insights on the proposed

scheme, and the paper is concluded in Section VI.

II. SYSTEM MODEL AND PRELIMINARIES

The system model, presented in Fig. 1, consists of a source,

a destination, and a relay in a two-hop half-duplex relay-aided

system. In this system, an untrusted switchable DAF (sDAF)

relaying based cooperative communication is considered. Its

normal/actual operation is DAF but it can be switched to AAF

relaying in certain predefined switching conditions because of

simplicity of AAF relaying.

S

sDAF

D
hsd

Fig. 1. Basic system model for cooperative communication system.

The relay is assumed to be passive and it can only store one

frame at a time, which means that it must forward the current

frame in order to get a new frame. It is also assumed that each

node can either transmit or receive a signal at a given time

slot. In Fig. 1, the notations hsd, hsr and hrd denote Rayleigh

fading coefficients from source to destination, source to relay

and relay to destination, respectively. All of these coefficients

are modeled as zero mean complex Gaussian random variables

[2].

III. PROPOSED METHOD

In this section, the proposed algorithm is explained. The

algorithm is based on TDMA protocol and it is divided into

two phases.

(A) Phase 1: In the first phase, the source shares RMS with

destination through untrusted sDAF relay in the presence

of interference signal from destination.

(B) Phase 2: In the second phase, the shared RMS is used for

establishing secure cooperative communication through

untrusted sDAF.

The process of phase switching is explained at the end

of this section. For reliability improvement and efficiency,

coded cooperative communication system is considered in

this protocol. The explanation details of two phases of this

algorithm are as follows:

A. Phase 1
In this phase, our system is in AAF mode. In the first time

slot, T0, of phase 1, the source encodes RMS [6], modulates it

and sends a frame XRMS of QPSK modulated signal, while at

the same time the destination transmits the jamming signal Xj

[14] as presented in Fig. 2. It is assumed that the destination

can either transmit or receive signal at a given time slot, so

in T0, it is only transmitting interference signal. The received

signal at the relay in the time slot T0 is given by

Yr1 = hsrXRMS + hrdXj + nsr, (1)

where Yr1 is the received signal and nsr represents additive

white gaussian noise (AWGN) with the variance σ2 at source

to relay link. The Signal to inteference ratio (SINR) at relay

is given by

SINRR
p1 =

|hsr|2
σ2 + |hrd|2 (2)

where |hrd|2 is the interference due to the jamming signal

from destination.
The mutual information MR

p1 at relay in phase 1 is given by

MR
p1 =

1

2
log2

(
1 +

|hsr|2
σ2 + |hrd|2

)
, (3)

where we assume the transmission power at the destination

Phase 1: T0

Phase 1: T1

S

sDAF
(AAF-mode)

DXRMS
Xj

S

sDAF
(AAF-mode)

D

Xr1

Fig. 2. Phase 1 (RMS sharing)

and the source to be the same. In the second time slot, T1,

the relay amplifies the mixed signal and forwards it to the

destination. The transmitted signal at T1 is given by

Xr1 =
Yr1

amp
, (4)
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amp =
√
|hsr|2 + |hrd|2 + σ2, (5)

where amp is the normalization coefficient for power. It

should be mentioned that due to the jamming signal from the

destination, the untrusted relay cannot decode it successfully,

even if it tries. In the time slot T1, the received signal at

destination from relay is given by

Y1d =
1

amp
hrdhsrXRMS +

1

amp
h2
rdXj

+
1

amp
hrdnsr + nrd, (6)

where Y1d is the received signal at the destination and nrd is

the AWGN at the relay to destination link.

The SINR at destination

SINRD
p1 =

1
amp2 |hsr|2|hrd|2
1

amp2 |hrd|2σ2 + σ2
(7)

Since Xj was generated by destination, such jamming signal

will not degrade the performance at destination. The mutual

information MD
p1 at destination in phase 1 is given by

MD
p1 =

1

2
log2

(
1 +

1
amp2 |hsr|2|hrd|2
1

amp2 |hrd|2σ2 + σ2

)
, (8)

The destination can remove the interference from received

signal because it knows the interference signal that it has sent

in the time slot T0. So, at the end of phase 1, the destination

demodulates and decodes the RMS.

The achievable secrecy rate with sDAF in phase 1 for is

given by

SR =
1

2
log2

(
1 +

1
amp2 |hsr|2|hrd|2
1

amp2 |hrd|2σ2 + σ2

)

− 1

2
log2

(
1 +

|hsr|2
σ2 + |hrd|2

)
. (9)

It should be noted that at high SNR the factor
|hsr|2

σ2+|hrd|2
in MR

p1 is constant and the value of MR
p1 is negligible which

ensure that RMS can not be intercepted at sDAF. The reason of

negligible value of MR
p1 at relay is due to fact that interference

from destination degrades the performance of signal at relay.

B. Phase 2

In the second phase of our algorithm, the cooperative system

switches back to its normal (DAF) operation. In this phase, the

source uses the RMS (from phase 1) for data manipulation,

and then encodes it, modulates it, and finally transmits a frame

of secure symbols Xs in the first time slot, T0, of phase 2,

that will be received by relay and destination as presented in

Fig. 3. The received signals at relay and destination in time

slot T0 are given by

Yr2 = hsrXs + nsr, (10)

Yd21 = hsdXs + nsd, (11)

where Yr2 and Yd21 are the signals received at relay and

destination, respectively, while, nsd is AWGN at source to

destination link. In the second time slot, T1, the relay will

decode and then re-encode the data, modulate it, and then

forward it to the destination. The received signal at destination

in time slot T1 is given by

Phase 2: T0

Phase 2: T1

S

sDAF
(DAF-mode)

DXS

S

sDAF
(DAF-mode)

D

Xr

hsd

Fig. 3. Phase 2 (Secure DAF)

Yd22 = hrdXr + nrd, (12)

where Yd22 is the received signal at destination in slot T1.

The destination will use the signals from T0 and T1 for final

decoding. After decoding, the receiver will extract information

by using RMS signal.

One of the important factors in this algorithm is the relay

mode switching. In the literature, switching is controlled by

SNR based algorithm [6], but in this work, a simple case

for switching, which is referred to as hard switching, is

considered. In hard switching, the system goes through phase

1 at the start of the communication (once or for a certain

predefined number to minimize errors), and then it switches

back to normal phase 2. In our system, the RMS can be

updated by switching back to phase 1 from phase 2 after

a certain predefined number of frames, which completely

depends on the required security level, complexity and delay.

The relay mode switching can also be done by sending a

feedback from destination to relay and source.

In comparison to the conventional cooperative jamming

techniques introduced in the literature [13-15], in which con-

tinuous jamming signal is required to be sent from source,
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helping relay or destination, the proposed algorithm does

not require continuous jamming signal. Instead, it requires

jamming signal only during phase 1 of the algorithm for

sharing RMS. So, this fact makes the proposed algorithm more

power efcient as compared to others jamming based security

schemes.

It should be mentioned that the proposed algorithm can

also be applied in the scenarios where there is no direct path

between source and destination.

IV. SIMULATION RESULTS

In this section, simulation results are presented by using

bit error rate (BER) as a metric to analyze the effectiveness

of our proposed security method [16]. In this study, the

effects of imperfect channel estimation, that may occur due to

interference, synchronization and noise errors are taken into

account by adding intentional independent estimation errors

at the destination and the relay. These estimations errors are

based on values of mean square error (MSE) of a least square

estimator (LSE) [16], [17].

The estimated erroneous channels at destination can be

modeled as ĥsd = hsd + Δhsd, where hsd is the per-

fect channel and Δhsd is modeled as independent complex

Gaussian noise vector with zero mean and error variance

σ2 = e × 10
−SNRdB

10 , where, e = 0.2 is considered here.

It should be noted that the value of error variance can be

improved by using estimators of good quality. For the case

TABLE I
SIMULATION PARAMETERS

No. of bits per frames 1000
Modulation BPSK

Channel encoding 1/2 Convolution Codes
Channel Decoder Viterbi Decoder

Code rate 1/2
Memory 2
Channel Rayleigh fading channel

of hsr and hrd, similar assumptions for imperfect channel

estimation are made as described above. The basic parameters

for both encoder and decoder for phase 1 and phase 2 are

presented in Table 1.

In phase 1, sDAF is in AAF-mode with destination-assisted

interference to secure RMS from untrusted relay as explained

in Section III. The BER performance of AAF-mode (phase

1) for both perfect channel estimation (PCE) and imperfect

channel estimation (IPCE) is presented in Fig. 4 by abbrevia-

tion “sDAF-P1(PCE)” and “sDAF-P1(IPCE)”, respectively. It

is observed that IPCE leads to a small degradation in BER that

can be overcome by using training sequence of larger length

and higher power.

As explained in section III, phase 1 is used to transmit

RMS that will be used in phase 2 for secure communication.

It should be noted that errors in RMS are minimized to a neg-

ligible value by sending multiple interleaved copies of RMS

frames in phase 1 at high SNR, and by comparing different

copies. The significance of interference from destination in

Fig. 4. BER performance for phase 1.

phase 1 is that even if relay tries to decode the signal, it cannot

decode it properly, as presented by abbreviation “R-P1(PCE)”

in Fig. 4. This is due to fact that at approximately high SNR

values the value of MR
p1 is negligible which ensure that RMS

can not be intercepted at sDAF. The securely transmitted RMS

will be used in phase 2 for manipulating data. Fig. 5 presents

Fig. 5. BER performance for phase 2.

results for phase 2. In the first time slot of phase 2, the

relay and the destination receive RMS-manip ulated encoded

data from the source. The relay first decodes the received

data by using the Viterbi decoder and then re-encodes the

data, modulates it and transmits it to the destination in the

next slot. The destination uses symbols from time slot 1 and

time slot 2 to apply Viterbi decoder after demodulation. After

decoding the data, the destination will extract information
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from decoded data by using RMS as explained in Section III.

The performance of RMS-manipulated DAF versus average

SNR for PCE and IPCE of our algorithm is presented in Fig.

5 by abbreviation “sDAF-P2(PCE)” and “sDAF-P2(IPCE)”,

respectively. The performance of RMS-manipulated DAF is

better than AAF relaying in the presence of effective channel

coding scheme as presented in Fig. 5. The BER versus SNR

performance at relay in phase 2 is presented by abbreviation

“R-P2(PCE)”. Due to RMS manipulation the relay is not able

to decode the data properly. Hence, this algorithm provides

secure communication in the presence of untrusted DAF relay.

V. PRACTICAL INSIGHTS ON THE PROPOSED SCHEME

It is important to mention that unlike many of the existing

physical layer security techniques, whose design is channel-

dependent, making them extremely prone and vulnerable to

channel reciprocity mismatch and estimation errors, our pro-

posed security technique is channel-independent. This merit

helps ease and facilitate the practical implementation of the

proposed security technique, making it hardware-friendly. Ac-

cordingly, a simple prototype can easily be built by using

some affordable SDR devices. More specifically, a testbed of

the proposed method can be implemented by utilizing only

three USRP-devices controlled by LabVIEW or MATLAB

software as presented in Fig. 5. Consequently, the presented

work not only offers a power-efficient security technique but

also hardware-friendly and easy to implement technique. The

details of the implementation are left for future work.

S D

sDAF

hsd

Fig. 6. Basic Hardware setup.

VI. CONCLUSION

In this paper, a reliable and power efficient security tech-

nique for an untrusted DAF based cooperative communication

is proposed. The technique enables us to keep utilizing the

benefits provided by DAF relay, while keeping information

secure from it. The proposed technique is more power efficient

as it does not require continuous power for jamming signal.

The simulation results are provided to demonstrate the effec-

tiveness of the proposed algorithm for both perfect and im-

perfect channel estimation cases. Future studies can examine

untrusted-relay-assisted D2D based heterogeneous networks

and untrusted secondary users in cognitive communication.
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