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Abstract—Performance of OFDM is known to be very sensitive
to frequency synchronization errors. By exploiting this feature,
a novel technique is proposed to provide secure communication
against eavesdropping. The technique is based on introducing
self inter-carrier interference to pre-compensate the carrier offset
only for the legitimate user. This pre-compensation process
depends on both the channel and the local carrier offset of the
legitimate user, hence provides another degree of freedom for
secrecy. Under the assumption that eavesdropper experiences an
uncorrelated channel, his performance is expected to be degraded.
Also our approach converts the simple one-tap frequency domain
channel equalization to a very complex receiver operation for the
eavesdropper. Moreover, the power aspects of this technique are
discussed. By setting a threshold in the pre-compensation stage,
we provide an acceptable trade-off between the transmitted power
and the error performance.

I.

I NTRODUCTION

Wireless communications have become indispensable for
providing seamless, mobile and broadband data transfer. However, the broadcast nature of radio waves results in a critical
drawback in terms of transmission security and privacy, especially for vital applications such as military, public safety or
health care. Confidential transmission has conventionally been
achieved via cryptologic methods that are performed in the
upper layers of the communication system. In order to make
the signal meaningless for malicious nodes in the lowest layer
possible, physical-layer security is emerging as a promising
paradigm which exploits the physical characteristics of wireless channels [1], [2]. Besides their vulnerability, wireless links
have explicit advantages that can be exploited for security such
as the random multipath propagation environment, multiple
degrees of input/output and flexible waveform design.
The physical layer security over wireless channels has been
investigated from an information-theoretic perspective [3-5].
In addition to the demonstration of its feasibility, practical approaches have also been investigated. One of the most common
techniques to conceal both information and the signal itself is
to spread the signal in frequency [6], so that the malicious
nodes cannot capture and decode the signal. This holds under
the assumption of the malicious receiver not having any information regarding the spreading sequence. Artificial Noise (AN)
was generated using multiple antennas in [7] or cooperative
nodes in [8]. The noise was added to the nullspace of the
legitimate user’s channel to prevent eavesdropping. In [9],
transmitter beamforming was proposed to facilitate the transmission confidentiality. With the collaboration of legitimate
users in a cluster, an anti-eavesdropping space-time network
coding scheme was proposed to prevent eavesdropping in [10].
Similarly, relay techniques were utilized to defend against

eavesdroppers by increasing the secrecy rate at the cost of
collaborative nodes [7]. However, the aforementioned security
approaches have multiple requirements to be effective, such
as additional transmitted power for AN emission, information
of eavesdropping channel and location, multiple Tx and Rx
antennas or cooperating nodes.
Another approach for providing secrecy is exploiting the
characteristics of the transmitted signal. As an example, orthogonal frequency division multiplexing (OFDM) has been
widely employed in modern wireless systems because of its
high spectral efficiency and robustness against multipath fading. Unfortunately, a conventional OFDM signal is vulnerable
to eavesdropping attacks due to its distinct time and frequency
characteristics [11]. In the literature, various techniques were
developed to achieve transmission level security and covertness
in OFDM systems. In [12], cyclic prefix and pilot tones are
removed to suppress OFDM features. The inter-symbol interference (ISI) is canceled using a decision feedback equalizer
(DFE). This eliminates the advantage of OFDM in handling
multipath fading channel by using cyclic prefix (CP), alongside
with the possible error propagation between OFDM symbols
due to the DFE. Alternatively, cyclic features are concealed
by changing the CP selection region for each symbol [13] or
by inserting random data between OFDM symbols [14] in a
pseudo-random fashion. Also, CP length variation according
to the maximum excess delay of the channel is offered as an
extra precaution. However, these techniques require spectral
redundancy either by using longer CP than needed or using
irrelevant data.
In this paper we exploit one of the known drawbacks of
OFDM for security purposes. The performance of OFDM is
very sensitive to frequency synchronization errors. The existence of carrier frequency offset (CFO) between the transmitter
and the receiver is mainly due to oscillator instabilities or
Doppler shifts. The resulting inter-carrier interference (ICI)
degrades the system performance [15] since the transmitted
information cannot be retrieved error-free even in the absence
of noise. Also, CFO may cause the loss of orthogonality among
subcarriers. There have been several papers on the subject of
synchronization in recent years especially in the crucial uplink
case in OFDMA systems. One of the most robust synchronization methods can be found in [16]. Two main approaches,
namely feedback method and compensation method, can be
used to mitigate the frequency offset in the uplink of OFDMA
systems. In the former, the estimated frequency offset values
at the base station are fed back to the users on a control
channel so that they can adjust their transmission parameters
[17]. The obvious disadvantage of this approach is the need
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for the control channel. In the compensation method [18], [19],
users do not change their transmission parameters, instead the
base station compensates for the frequency offsets of all users
by employing signal processing techniques without the need
for a control channel.
In our work, we consider a Time-Division Duplexing
system where we can exploit the reciprocity of the channel.
In this system, the legitimate user (Bob) sends his signal with
an induced CFO that the transmitter (Alice) can estimate and
compensate using the second method mentioned earlier. With
the channel state information (CSI) known to Alice, she will
transmit her data with the carrier offset pre-compensated in
such a way that, when it passes through Bob’s channel, it
is received without ICI. This is different from just having a
CFO at Alice because the pre-compensation process depends
also on the channel between Alice and Bob. Even if the
eavesdropper (Eve) manages to blindly estimate the offset,
she will still suffer from degradation due to the uncorrelation
between her channel and Bob’s channel. In other words, the
pre-compensation acts as a pre-equalizer, not to the channel but
to the ICI with respect to Bob’s channel. To further increase
the security of communication, Bob can change the offset
continuously, hence both CFO and CSI need to be tracked
by Alice. This makes the estimation and tracking done by Eve
a difficult task, even if she uses a very complex algorithm to
compensate what is done at Alice. Also the simple structure
of the proposed scheme shown in Fig. 1, with only a carrier
offset at the receiver and shifting the complexity to transmitter,
allows it to be suitable for future low power demands of green
radios.
The rest of the paper is organized as follows. The system
model is investigated in Section II. Section III presents the
effect of carrier frequency offset and the proposed algorithm
followed by the simulation results in Section IV. Also in
this section we check the power aspects of the technique
and propose a solution to limit the consumption. Finally,
conclusions are given in Section V.
II.

S YSTEM M ODEL

In OFDM the bit stream is mapped to symbols that
modulate a series of subcarriers, each separated by a spacing
of 1/𝑇 in frequency domain, where 𝑇 is the symbol duration.
Even though the modulated symbols spectrally overlap, they
are orthogonal to each other. This modulation process can
be computed efficiently by applying the 𝑁 -point Inverse Fast
Fourier Transform (IFFT) to each OFDM block to obtain the
time domain signal. The transmitted modulated signal sampled
in time domain is given by
𝑥𝑙 (𝑛) =

𝑁
−1
∑

Fig. 1.

Block Diagram of proposed OFDM system

each subcarrier channel response is considered as a flat fading
channel. Let 𝑦(𝑛) be the received signal
𝑦(𝑛) =

𝑀
−1
∑

𝑋𝑙 (𝑘)𝑒

(1)

𝑘=0

where 𝑋𝑙 (𝑘) denotes the symbol at the 𝑘 𝑡ℎ subcarrier in the
𝑙𝑡ℎ OFDM symbol and 𝑁 is the number of subcarriers. To
overcome the multipath fading channel, a guard interval is
appended at the front of each OFDM symbol. This guard
interval is usually inserted by extending the OFDM symbol
with a CP that allows for both the removal of ISI and
maintaining subcarriers orthogonality. Hence, after the removal
of this extension at the receiver, the signal is ISI-free and

(2)

where ℎ(𝑚) is the channel response with 𝑀 taps and 𝑧(𝑛) is
the sampled Additive White Gaussian Noise (AWGN) in time
domain. This can be represented in a matrix form as
y = FTHt GF−1 x + z

(3)

where y is the received symbols vector, T is the truncating
matrix for CP removal, Ht is the matrix with channel impulse
responses, G is the matrix for CP inserting, F and F−1 are
the FFT and IFFT matrices, x is the vector of transmitted
symbols and z is the noise vector. Assuming the CP length
is greater than maximum delay spread, THt G is a circular
square matrix and can be modeled as
THt G = F−1 Hf F

(4)

where Hf is the diagonal matrix of the channel frequency
response. Then the received signal can be simplified into
y = Hf x + z
III.

(5)

S ECURING C OMMUNICATION VIA C ARRIER O FFSET
P RE - COMPENSATION

Let us consider the case where we have a carrier offset
between Alice and Bob. This CFO is induced by Bob so
that it can be estimated and compensated by Alice, then precompensated for securing the transmission. Assuming perfect
time synchronization, the received symbols at Alice after FFT
can be written as
𝑌𝑙 (𝑘)

=
=

𝑗2𝜋𝑘𝑛/𝑁

ℎ(𝑚)𝑥(𝑛 − 𝑚) + 𝑧(𝑛)

𝑚=0

𝑁
−1
∑
𝑛=0
𝑁
−1
∑

𝑦𝑙 (𝑛)𝑒−𝑗2𝜋(𝑘+𝜖)𝑛/𝑁

(6)

𝑋𝑙 (𝑘 ′ )𝐻(𝑘 ′ )𝐼(𝑘, 𝑘 ′ , 𝜖)

(7)

𝑘′ =0

where 𝜖 = Δ𝑓 𝑇 is the CFO, which represents the frequency
offset Δ𝑓 normalized to the carrier spacing 1/𝑇 and 𝐻(𝑘 ′ )
is the flat channel response at the 𝑘 ′𝑡ℎ subcarrier. The spectral
leakage 𝐼 among subcarriers is defined as
′

𝐼(𝑘, 𝑘 ′ , 𝜖) = 𝑒𝑗𝜋(𝑘−𝑘 +𝜖)

𝑁 −1
𝑁

sin(𝜋(𝑘 − 𝑘 ′ + 𝜖))
′

+𝜖)
𝑁 sin( 𝜋(𝑘−𝑘
)
𝑁

(8)

𝐼(𝑘, 𝑘 ′ , 𝜖) can be interpreted as the normalized interference on
the 𝑘 ′𝑡ℎ subcarrier from the 𝑘 𝑡ℎ subcarrier. For a large number

of subcarriers 𝑁 , the normalized interference power can be
approximated by
 sin(𝜋(𝑘 − 𝑘 ′ + 𝜖)) 2


(9)
∣𝐼(𝑘, 𝑘 ′ , 𝜖)∣2 = 

𝜋(𝑘 − 𝑘 ′ + 𝜖)

y = FEF−1 (Hf x + z) = Ec Hf x + z′

(10)

where
E
is
a
diagonal
matrix
given
by
diag[1 𝑒𝑗2𝜋𝜖/𝑁 ... 𝑒𝑗2𝜋𝜖(𝑁 −1)/𝑁 ] and Ec = FEF−1 is
the interference matrix that models the same effect as a
circular convolution in the frequency domain [20]. Ec is
basically the effect of the ICI shown in (8).
For the proposed scheme, the transmitted symbols from
Alice are first passed through a pre-compensation stage before
IFFT as shown in Fig. 1. This pre-compensation matrix P is
generated such that the effect of ICI is eliminated at Bob. This
is done by setting the received signal as following, disregarding
the noise

E−1
c

yB = Ec Hf Px = Hf x

(11)

−1
P = H−1
f Ec Hf

(12)

−1

−1

where
= F E F. Hence, P can be generated from
the channel frequency response and the carrier offset both
estimated at Alice. This process, which we may call as interference zero-forcing, is not computationally complex, since
both matrices E−1 and H−1
are diagonal ones. For the case
f
of Eve, the received signal will be
−1
yE = EE HE H−1
f Ec Hf x

S ECRECY E VALUATION

To measure the secrecy performance of the proposed
scheme, we refer to the information-theoretic metrics usually
used for characterizing the security level of a communication
link, in our case a fading wire-tap channel [20]. We define the
achievable secrecy rate as
𝑅𝑠 = 𝑅𝐵 − 𝑅𝐸
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Fig. 2. The interference power at each carrier index for various fractional
offset values

where 𝑅𝐵 and 𝑅𝐸 are the achievable rates of Bob and Eve
respectively. For an OFDM system with 𝑁 subcarriers, the
rate is given by the summation of the rates of each individual
subchannel
𝑁
∑
𝑅=
log2 (1 + SINR(𝑘))
(15)
𝑘=1

where SINR(𝑛) is the signal to interference plus noise ratio
of the 𝑘 𝑡ℎ subchannel. Hence, for Bob’s channel
SINR𝐵 (𝑘) =

∣𝐻(𝑘)∣2
𝑃𝑡
𝑁𝐵

(16)

where 𝑁𝐵 is Bob’s noise power and 𝑃𝑡 is the transmitted signal
power. Note that there is no interference component, since the
carrier offset is pre-compensated for Bob’s channel according
to (11). On the other hand, for Eve’s case
SINR𝐸 (𝑘) = ∑𝑁

(13)

where a different frequency offset gives the ICI matrix EE and
HE is Eve’s frequency channel response. Because the channels
of Bob and Eve are uncorrelated, it is hard to eliminate the
effect of the ICI induced by the pre-compensation stage. Even
if Eve manages to get the right offset, the channel to be
estimated is no longer flat as shown in (13). The estimation
of the diagonal and off diagonal elements becomes a tedious
process for Eve. By rapidly varying the offset value at Bob,
this estimation process will even be more difficult, if not
impossible. It will be shown in the simulation results that,
with the same offset value as Bob, Eve still suffers from
performance degradation since the channel estimation assumes
flat fading for each subcarrier.
IV.

FFO=0.1
FFO=0.2
FFO=0.3
FFO=0.4
FFO=0.5

−10

ICI [dB]

Note that the orthogonality among subcarriers is destroyed
when 𝜖 is not an integer. In other words, to have ICI, the
induced carrier offset should be a fractional multiple of the
carrier spacing. Fig. 2 shows the increase of interference power
among subcarriers as the fractional frequency offset (FFO)
increases. As shown in (6) the effect of carrier offset on the
time domain signal is a phase shift that is proportional to the
FFO 𝜖 and time index 𝑛, so it can be written as

0
−5

∣𝑞𝑘 (𝑘)∣2 𝑃𝑡

𝑘′ ∕=𝑘

∣𝑞𝑘′ (𝑘)∣2 + 𝑁𝐸

(17)

where [𝑞1 (𝑘) 𝑞2 (𝑘).. 𝑞𝑁 (𝑘)] is the 𝑘 𝑡ℎ row of Eve’s interference matrix given from (13) by Q = EE HE P. Hence, the
secrecy rate can be rewritten as
(
)
𝑁
∑
1 + 𝑃𝑡 ∣𝐻(𝑘)∣2 /𝑁𝐵
𝑅𝑠 =
log2
)
( ∑𝑁
2
1 + 𝑃𝑡 ∣𝑞𝑘 (𝑘)∣2 /
𝑘′ ∕=𝑘 ∣𝑞𝑘′ (𝑘)∣ + 𝑁𝐸
𝑘=1
(18)
V.

S IMULATION SCENARIO AND RESULTS

To verify the performance of the proposed transceiver
structure with carrier offset pre-compensation, we simulate an
OFDM system of 64 subcarriers and QPSK modulation with
a multi-tap channel model of Rayleigh fading distribution.
The power delay profile is a normalized 8-tap exponentially
decaying profile with a delay spread smaller than the CP. First,
we assume perfect channel and offset estimation, then we show
in our figures that the effect of the estimation error will just
introduce some noise floor to the receiver. Also we assume
a conventional receiver for Eve, that is, a receiver that tries
to compensate the frequency offset and estimate the one-tap
channel based on the received signal.
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First, we test for the fading channel without any noise. Fig.
3 shows the Bit Error Rate (BER) vs. the local carrier offset
at different pre-compensated FFO values. It shows the degradation of Eve’s performance as the offset value increases. On
the other hand, Bob receives the data error-free when the local
offset is the same as the pre-compensated value, that is, there is
no mismatch in the offset estimation between transmitter and
receiver. In case of an estimation error, some BER will start to
appear as shown by the V-shaped performance of FFO = 0.5
for Bob. Note that Eve has the same V-shaped performance at
FFO = 0. Since this security scheme depends on the self-ICI
induced, the best case is for FFO = 0.5 which gives the largest
spectral leakages among subcarriers. It is clear that, with the
same FFO value as Bob, Eve still suffers from performance
degradation.
For Evaluating the secrecy performance, we calculate the
average achievable secrecy rate per subchannel for different
Eb/No values of Bob’s channel. Fig. 4 shows the change of
the achievable secrecy rate with the change of SNR of Eve’s
channel for the largest pre-compensated FFO of 0.5. Since we
want to measure the performance of our scheme, we added
the noise to Eve’s channel based on the signal power without
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Fig. 6. Power distribution normalized to zero-offset average power at different
pre-compensated FFO values

the interference component. That is why we plot the rate at
different SNR, not SINR for Eve. It is clear that we can achieve
a positive secrecy rate even when the SNR at Bob is lower than
that at Eve.
We now take a look at the power aspects of this technique.
The transmitted power is expected to increase as a function of
the FFO until we reach 0.5, due to the pre-compensation stage.
Also the Peak to Average Power Ratio (PAPR) is a crucial
factor affecting signal linearity and front-end design. Figures
5 and 6 show the distributions of the PAPR and the average
power of the transmitted signal, for different offset values.
While higher powers become more probable with increasing
the offset value, this technique doesn’t change PAPR much as
shown.
A major contributor to the power increase is the inverse
channel response H−1
in the pre-compensation stage. In a
f
practical system, a threshold 𝜏 can be introduced as a design
parameter. For subcarriers with estimated frequency response
of magnitude ∣𝐻(𝑘)∣ < 𝜏 , magnitude of the corresponding
coefficients used in the pre-compensation stage are forced to
this threshold value. This will reduce the power increase at
the transmitter at the expense of a residual interference at the
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receiver. Moreover, it will create an error floor that depends
on the value of the threshold. The same effect is introduced
by channel estimation errors or imperfect channel reciprocity
case. Shown in Fig. 7 is the effect of different threshold values
on the signal power in case of a 0.5 offset. While the PAPR is
not affected by the threshold, transmitted power decreases as
expected. Fig. 8 shows the respective increase of the error floor.
Hence, depending on the SNR range of operation, the threshold
value is chosen to provide an acceptable BER performance.
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C ONCLUSION

In this paper, one of the critical drawbacks of OFDM
systems is exploited for secrecy. The inter-carrier interference
caused by carrier frequency offset is controlled to degrade the
eavesdropper performance without affecting the performance
of the legitimate user. This is feasible via the knowledge of
the channel state information and the carrier offset value of the
legitimate user. The simple structure of the proposed scheme
shifts all the computational complexity from the mobile receiver to the base station, which makes it convenient for future
low-consumption green radios. Also the power consumption
of the scheme is treated. The choice of a threshold parameter
provides acceptable performance depending on the SNR range
of operation at the receiver. Moreover, we provide some
secrecy rate results, leaving the investigation of the secrecy
capacity of such scheme as a future work, along with the effect
of the channel selectivity.
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