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Flexible Physical Layer Security for Joint Data and
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Abstract— In this work, novel physical layer security (PLS)
schemes are proposed for orthogonal frequency-division mul-
tiplexing (OFDM) to secure both data and pilots in multiple-
input multiple-output (MIMO) systems. The majority of previous
studies focus on only securing the data without considering the
security of the pilots used for channel estimation. However, the
leakage of channel state information (CSI) from a legitimate node
to an eavesdropper allows the latter to acquire knowledge about
the channel of the legitimate nodes. To this end, we propose
adaptive and flexible PLS algorithms which can 1) secure data,
2) secure pilots, and 3) jointly secure both data and pilots.
Particularly, minimum-phase all-pass channel decomposition is
exploited, where the proposed algorithms use the all-pass compo-
nent to provide security without harming the performance of the
legitimate user. In the analysis for data security, we evaluate
the secrecy under correlated and uncorrelated eavesdropping
channels via closed-form bit error rate (BER) formulas. For pilot
security, we analyze the estimated channel’s normalized mean
squared error (NMSE) performance. The simulation results and
theoretical analysis demonstrate that the proposed algorithms
can effectively enhance the communication secrecy of the overall
system.

Index Terms— Data security, pilot security, PHY security,
minimum-phase all-pass decomposition, MIMO-OFDM.

I. INTRODUCTION

WHILE an enormous amount of novel and efficient
wireless technologies have been proposed in order

to fulfill the demands of fifth-generation (5G) and beyond
in terms of reliability, throughput, and latency, the secu-
rity has become a sensitive issue [1]. This is due to the
fact that the open and broadcast nature of wireless trans-
mission makes the physical transmitted signal, bearing the
communication data and sensitive information, vulnerable to
eavesdropping [2]. In order to overcome the security threats,
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upper-layer encryption-based algorithms are exploited conven-
tionally. Such techniques, however, may not be feasible for
future wireless networks because of the difficulties in terms of
key management and sharing in these heterogeneous wireless
networks. Physical layer security (PLS) has emerged as an
interesting and powerful solution that can complement con-
ventional security techniques and improve the overall security
of wireless communication networks [3]. Particularly, PLS
observes and exploits the dynamic characteristics of the signal,
radio, and channel for ensuring the security of features and
contents at the physical layer [4].

A. PLS Literature Review

Physical layer security (PLS) techniques have two primary
goals, i.e., to secure the data communication and to protect the
estimated channel information. The former aims to degrade the
data decoding capability of the illegitimate nodes compared to
the legitimate ones by exploiting the various properties of the
wireless channel. For the latter, the channel estimation of the
attacker/eavesdropper is targeted, which will eventually lead
to degraded signal recovery for the attacker [5]–[7].

1) PLS for Data: Among the top areas in PLS, secur-
ing orthogonal frequency division multiplexing (OFDM) has
drawn enormous attention recently since OFDM is the most
commonly employed waveform in the current and next-
generation systems [8]. In line with this vision, different
security techniques have been proposed in the literature. These
techniques include key generation-based approaches [9]–[11],
adaptive communication-based approaches [12], and artificial
noise (AN)-based techniques [13], [14].

Key generation-based techniques are based on the exploita-
tion of channel reciprocity property between legitimate nodes
as a common source of randomness. For example, amplitude
and phase related to received signal strength (RSS), channel
impulse response (CIR), channel frequency response (CFR),
and other feedback can be used for key generation [9], [15].
These techniques are interesting in the sense that they can
solve key management problems faced by encryption algo-
rithms. However, they are very sensitive to channel estima-
tion error, especially at low signal-to-noise ratio (SNR) [7].
In adaptive transmission-based techniques, the parameters are
adjusted/adapted based on the location, channel conditions,
and quality-of-service (QoS) requirements of the legitimate
receiver only. For example, precoding [12] and channel
shortening filter-based [16] techniques provide security at
the cost of high peak to average power ratio (PAPR) [17].
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Similarly, subcarrier selection-based techniques [8] pro-
vide security at the cost of spectral efficiency degradation.
AN-based techniques are also very effective for ensuring
secure communication. In these techniques, an interference
signal is added by the trusted node to degrade the performance
of an illegitimate node without affecting the performance
of the legitimate receiver. However, the interference signal
may cause an increment in PAPR and slight performance
degradation due to the sacrifice of the power resources for
noise generation [13], [18].

2) PLS for Pilots: Due to the wireless channel decorrelation
property, the attacker cannot decode the data even if it knows
the algorithm and tries to apply it based on its channel. How-
ever, the work in [19] claimed that under certain assumptions
the attacker can acquire the channel state information (CSI)
between the legitimate nodes, which puts channel-based PLS
techniques at high risk of failure. For instance, the attacker
can reverse engineer the beamforming matrix to acquire the
CSI between legitimate nodes. The beamforming matrix can
be estimated under the assumption that the attacker possesses
the CSI between the legitimate transmitter and itself, and that
it is equipped with the same number of antennas as that of
a legitimate transmitter. After estimating CSI corresponding
to legitimate nodes, it can compromise channel-dependent
PLS techniques like AN as well as key generation-based
techniques [2]. The security can still be ensured in such cases
by enforcing poor channel estimation quality at the attacker
for the CSI between the legitimate transmitter and the attacker,
which motivates the need for pilot security. Securing the pilots
protects the propagation environment properties from being
extracted at the attacker side. Additionally, pilot security plays
a critical role in physical layer authentication techniques.

From the pilot security perspective, few techniques are pro-
posed in the literature. In [20], the phases of pilots subcarriers
are rotated based on the previously estimated CSI. However,
the channel is assumed to be known at both communicating
nodes before the start of the algorithm. Moreover, the phase is
manipulated for a single value which makes it easy to attack
such a technique. In [21], [22], the security of downlink
pilots is provided based on CSI at the transmitter via uplink
training. Particularly, AN is added in the null space of the
channel to degrade the channel estimation capability at the
attacker, though it may increase the PAPR of the signal.
On top of that, power allocation between pilot and noise
signal needs to be done intelligently in order to enhance
security performance. Similarly, in [23], anti-eavesdropping
pilots are designed such that the channel can be estimated
at legitimate nodes only. However, the proposed algorithm
requires full-duplex communication. In [24], the legitimate
parties employ secret pilots for channel estimation. In the first
step, the first node transmits the secret pilot to another node.
Afterwards, the receiving node sends the received signal to
the transmitting node using amplify and forward strategy. The
second node follows the same procedure as that of the first
node. This approach requires extra overhead to share feedback.
Although authors in [25] exploit the uniqueness of channel
responses between different nodes in order to degrade the
channel estimation at the attacker node and showed the effect

in terms of bit error rate (BER), they did not consider the sign
ambiguity issue when taking the square root of the channel,
which in the practical case leads to huge BER due to the
erroneous channel estimation.

B. Our Contributions

In order to address the above-mentioned challenges, we pro-
pose novel schemes that can provide security for data, pilots,
or joint data and pilots. The design of the proposed schemes
is based on the all-pass and minimum-phase decomposition
of the channel and exploiting the property of the decomposed
components to provide security. The proposed schemes are
the first work that enables flexible adaptive security based on
security needs. Specifically, the security of data, pilot, or both
can be adaptively selected based on the security requirements
of the applications. Additionally, the proposed novel security
scheme is robust against spatially correlated eavesdroppers
located near legitimate nodes. The main contributions of the
proposed work are as follows:

• We propose two novel minimum-phase all-pass chan-
nel decomposition-based PLS schemes for multiple-input
multiple-output (MIMO)-OFDM system in rich scattering
environments, where the first method secures the data and
the latter secures the pilots. The proposed data security
algorithm ensures strong security compared to conven-
tional schemes without compromising on or degrading
the communication performance of the legitimate user.
On top of that, the proposed pilot security algorithm
degrades the ability of the eavesdropper in estimating
its channel; thus, protecting CSI, sensing, and radio
environment mapping information.

• Our novel security methods, focusing on both data and
pilot security, exploit the all-pass component of the chan-
nel which has unit power property. Therefore, we provide
security without any power constraint, particularly PAPR.
Whereas, the conventional PLS techniques such as AN,
zero forcing, and channel shortening provide security at
the cost of changing the power distribution of the trans-
mitted signal. These changes create high power peaks in
time (i.e., PAPR) and frequency (exceeding spectrum
mask limits).

• The secrecy of the proposed data security algorithm is
evaluated under correlated and uncorrelated eavesdrop-
ping channels via closed-form expressions for achiev-
able BER. Whereas for pilot security, we analyzed the
normalized mean squared error (NMSE) performance of
the estimated channel. The simulations agree with the
analytical formulas emphasizing the effectiveness of the
proposed algorithms.

C. Organization and Notation

The rest of this paper is organized as follows. Section II
depicts the system model and discusses OFDM preliminaries.
Section III firstly explains the channel decomposition and
then presents the proposed data and pilot security algorithms.
The numerical analysis of the proposed schemes is given in
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Fig. 1. System model where Alice and Bob are communicating over rich
scattering channel with the existence of Eve.

Section IV followed by performance and simulation analysis
in Section V. Finally, Section VI concludes the paper.

Bold uppercase A, underlined letters (a, A), and unbold
letters A, a are used to denote matrices, column vectors, and
scalar values, respectively. (·)H , (·)T , and (·)−1 denote the
Hermitian, transpose, and inverse. |·| denotes the Euclidean
norm, E[·], var(·), Cov(·), diag(·), and Tr(·) denote the expec-
tation, variance, covariance, diagonal, and trace operators,
respectively. CM×N denotes the space of M × N complex-
valued matrices. Symbol j represents the imaginary unit of
complex numbers with j2 = −1.

II. SYSTEM MODEL AND PRELIMINARIES

As demonstrated in Fig. 1, a MIMO-OFDM system is
considered that consists of a legitimate transmitter (Alice, {a}),
legitimate receiver (Bob, {b}), and passive eavesdropper (Eve,
{e}) that is trying to intercept the transmission between
Alice and Bob, where each node is equipped with Ma, Nb,
and Ne antennas, respectively. OFDM system is adopted
for the communication, where during the i-th OFDM sym-
bol N complex data symbols in frequency domain Xi =[
Xi(0) Xi(1) . . . Xi(N − 1)

]T
are converted to time-domain

xi =
[
xi(0) xi(1) . . . xi(N − 1)

]T
using inverse fast Fourier

transform (IFFT) to form one OFDM symbol as

xi(ν) =
1√
N

N−1∑
k=0

Xi(k)ej2πνk/N . (1)

To combat the inter-symbol interference (ISI), a cyclic prefix
(CP) is appended to xi before transmission. Finally, the signal
is transmitted through the wireless channel and reaches the
Bob and Eve.

For the n-th receive antenna, the CIR h(n,m)
i associated with

the m-th transmit antenna (where m = 1, . . . , Ma, and n =
1, . . . , Nb) can be denoted by [26]

h(n,m)
i (t, τ) =

L−1∑
l=0

h
(n,m)
i,l (t)δ(τ − τl), (2)

where h
(n,m)
i,l (t) and τl are the complex channel gain and

the delay of the l-th path at time t, respectively. h
(n,m)
i,l (t)

is assumed to have Gaussian distribution with zero-mean. L
is the maximum number of effective channel taps and δ(·) is
the Kronecker delta function. The CFR is then expressed as

H
(n,m)
i (t, f) =

∫ +∞

−∞
h

(n,m)
i (t, τ)e−j2πfτ dτ. (3)

Assuming that the channel is time-invariant during one OFDM
symbol period Ts, and that the frequency spacing is Δfc, the
CIR and the CFR can be respectively represented as [27]

h
(n,m)
i (ν) = h

(n,m)
i (νTs, τ), H

(n,m)
i (k)

= H
(n,m)
i (νTs, kΔfc). (4)

Given the system description above, we can represent the
MIMO-OFDM channel in another form such as

G(ν) =
L−1∑
l=0

Glδ(ν − l) (5)

where G is the MIMO CIR, and Gl is a complex matrix
describing the MIMO channel coefficients at delay l. Then,
the Nb × Ma MIMO channel seen at the k-th subcarrier is
given by [28]

H(k) =
1√
N

L−1∑
l=0

Gle
(−j 2πkl

N ). (6)

At the receiver, the CP is discarded first, and then the fast
Fourier transform (FFT) process is applied. The received signal
Yi(k) on the k-th subcarrier is found as

Y
(n)
i (k) = Hi(k)X(n)

i (k) + W
(n)
i (k), (7)

where W
(n)
i (k) is the zero-mean additive white Gaussian noise

(AWGN) vector with variance σ2 at the k-th subcarrier. It is
assumed that the sampling rate satisfies the Nyquist criteria.

As the time-frequency information in every OFDM symbol
will be exploited by every transmit-receive antenna pairs
adopting the identical processing, the transmit-receive antenna
indices will be omitted from now on. Furthermore, the chan-
nels observed at Alice hba ∈ C

L×1 ∼ CN (0, σb), Bob
hab ∈ CL×1 ∼ CN (0, σa), and Eve hae ∈ CL×1 ∼ CN (0, σe)
are considered as multi-path slowly varying channels following
complex Gaussian distribution. Moreover, due to the channel
reciprocity assumption, the channel between Alice-Bob hab

can be estimated from the channel between Bob-Alice hba,
where hab = hT

ba [29]. In addition, due to rich scattering
environment with enough distance separation between the
nodes, the channel experienced by Bob and Eve is assumed
to be independent unless stated otherwise. Furthermore, it is
also assumed that Alice has no information about the channel
of Eve because of its passive operation.

III. PROPOSED ALGORITHM

The increase in the number of wireless communication-
based applications with varying requirements motivates the
need for adaptive and flexible security designs [5]. Inspired
by that, in this section, we firstly present the channel decom-
position concept, and then we propose novel algorithms that
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Fig. 2. The zero-pole diagram of the minimum-phase all-pass decomposition of a wireless channel.

are capable of providing adaptive and flexible security. Par-
ticularly, we start by providing a data security mechanism
followed by a method for securing the pilots. Afterwards, the
high security case is considered where both data and pilots
need to be secured.

A. Minimum-Phase All-Pass Channel Decomposition

Wireless channel systems are causal because they are real-
time systems, where the samples belong only to the present
or past. Additionally, the CIR of a wireless channel can be
represented by a finite impulse response (FIR) filter, and thus
it is stable [30]. Consequently, a stable and causal system
with system function HΛ(z) would have all poles at the origin
inside its unit circle where Λ = {ab, ae}; however, the zeros
are free to wander outside. Let H1

Λ(z) be the system function
with all zeros and poles inside the unit circle, and let the zeros
outside be at 1/pk. This implies that we can decompose such
a system into two components as

HΛ(z) =

(
H1

Λ(z)
q∏

k=1

(
1 − p∗kz−1

))
︸ ︷︷ ︸

Hmin
Λ (z)

Hap
Λ (z)︷ ︸︸ ︷

q∏
k=1

(
z−1 − pk

1 − p∗kz−1

)
,

(8)

where Hmin
Λ (z) and Hap

Λ (z) are defined as the minimum-phase
and all-pass components of HΛ(z), respectively. For instance,
Fig. 2 illustrates the zero-pole diagram of the minimum-
phase all-pass decomposition of a random channel. As seen in
Fig. 2(a), the overall channel contains zeros inside and outside
the unit circle where the poles are centered at the origin.
As shown in Fig. 2(b), for the all-pass channel only the zeros
outside the unit circle are considered along with virtual poles
added at the inverse of the zeros’ location to cancel out the
attenuation effect, thus passing all frequencies as the name
stands. To compensate the effect of these virtual poles, zeros
are added on top of them having a system with all zeros inside
the unit circle (i.e., minimum-phase system) as illustrated in
Fig. 2(c).

The resulting components have various properties; for
instance, in terms of the magnitude response |H(ejω)|, the
factorization in (8) implies that |Hmin(ejω)| = |H(ejω)| and

|Hap(ejω)| = 1. These properties of the decomposed channel
will be exploited to provide security for both data and pilots.

B. Proposed Precoder/Combiner Design

The designed algorithm is based on a novel precoder that
exploits the components of the channel separately, instead
of using the full channel as in conventional security algo-
rithms [31]. The proposed method uses only the all-pass
component of the channel for precoding as explained in
Subsection III-A; therefore, the PAPR will not be affected [6].
Additionally, it provides an effective solution to ensure secure
communication against eavesdropping. Algorithm 1 summa-
rizes the precoder/combiner design.

Algorithm 1 The Proposed Precoder Design
Input: Hba

Output: QD and QP

1 Bob sends orthogonal pilot signals P to Alice to estimate
the MIMO channel Hba ∈ CNb×Ma×N [32], where due
to channel reciprocity we assume that uplink and
downlink CSI are available at Alice.

2 Alice decomposes the CFR Hba into all-pass Hap
ab and

minimum-phase Hmin
ab components for each (n, m)

antenna pair, as explained in Subsection III-A.
3 Alice reconstructs the MIMO all-pass and

minimum-phase channels Hap
ab ∈ C

Nb×Ma×N and
Hmin

ab ∈ CNb×Ma×N , respectively, where
Hab = Hmin

ab ◦ Hap
ab , and ◦ denotes the element-wise

product.
4 Alice designs the precoder QD(k) ∈ CMa×Ma and
QP (k) ∈ CMa×Ma for data and pilots security for each
subcarrier k, respectively, as follows

QD(k) = diag

(
1

Ma × Nb

Ma∑
l=m

Nb∑
n=1

Hap
ab (k, n, m)

)H

,

(9)

and

QP (k) = diag (Hap
ab (k, n′, m′)) , (10)

where Hap
ab (k, n′, m′) is the (n′, m′)-th element of

Hap
ab (k) which can be set by default to (n′, m′) = (1, 1).
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Algorithm 2 The Proposed Data Security Scheme

1 Alice precodes the data subcarriers X(kd) at indices kd

with QD(k), while the pilots X(kp) at kp indices are
intact. Then, the transmitted signal by Alice can be
expressed as

X(k) =

{
QD(k)D(k) k ∈ kd

P(k) k ∈ kp.
(11)

2 The received signal at Bob can be given as:

Yab(k) =

{
Hab(k)QD(k)D(k) + Wab(k) k ∈ kd

Hab(k)P(k) + Wab(k) k ∈ kp.
(12)

Using the pilots P(k) at kp, the CFR H̃ab is estimated.
3 Applying channel decomposition to the estimated channel

as in Subsection III-A, Bob obtains H̃min
ab (k) and H̃ap

ab(k)
which will be exploited to design the combiner as in (9).
The combined data of the received signal by Bob is
given as

Yab(k) = Q̃H
D(k)Hab(k)QD(k)D(k) + Q̃H

D(k)Wab(k)
= Hab(k)D(k) + QH

D(k)Wab(k) k ∈ kd, (13)

wherein case of perfect channel estimation
Q̃D(k) = QD(k).

4 Using the results of step 3, Bob equalizes Hab using
zero-forcing [33] to decode the data as

X̂Bob(k) = QZF (k)Yab(k)
= D(k) + W̃ab(k) k ∈ kd, (14)

where QZF (k) =
(
HH

ab(k)Hab(k)
)−1

HH
ab(k),

W̃ab(k) = QZF (k)QH
D(k)Wab(k).

Note that |Hab(k)QD(k)| = |Hab(k)QP (k)| = |Hab(k)|,
thus the proposed precoder indeed does not affect the PAPR.

C. Proposed Data Security Method

This subsection presents the details of the proposed algo-
rithm for providing data security. The proposed algorithm
exploits a component of channel for precoding that is capable
of providing security without degrading the BER performance.
The basic steps are described in Algorithm 2.

On the other hand, the received signal at Eve can be given
by

Yae(k) =

{
Hae(k)QD(k)D(k) + Wae(k) k ∈ kd

Hae(k)P(k) + Wae(k) k ∈ kp.
(15)

Applying zero-forcing at Eve, the processed signal at Eve can
be given as

X̂Eve(k) = QD(k)D(k) + W̃ae(k) k ∈ kd, (16)

where W̃ae(k) = QZF (k)Wae(k), QZF (k) =(
HH

ae(k)Hae(k)
)−1

HH
ae(k).

Algorithm 3 The Proposed Pilot Security Scheme

1 Alice precodes the pilots subcarriers X(kp) at indices kp

with QP (k), while the data subcarriers X(kd) at kd

indices are intact. Then, the transmitted signal by Alice
can be expressed as

X(k) =

{
D(k) k ∈ kd

QP (k)P(k) k ∈ kp.
(17)

2 The received signal at Bob can be given as

Yab(k) =

{
Hab(k)D(k) + Wab(k) k ∈ kd

Hab(k)QP (k)P(k) + Wab(k) k ∈ kp.
(18)

Using the pilots, the precoded CFR corresponding to the
(n′, m′)-th antenna pair

H̃
(n′,m′)
ab = H(n′,m′)

ab ◦ Hap
ab(n

′, m′) is estimated.

3 In order to find Hap
ab(n

′, m′) from the estimated H̃
(n′,m′)
ab ,

channel decomposition is applied to the estimated
precoded channel as explained in Subsection III-A as

follows: H̃
(n′,m′)
ab = H̃

min

ab (n′, m′) ◦
(

H̃
ap

ab(n
′, m′)

)2

,

where H̃
min

ab (n′, m′) is minimum-phase component while(
H̃

ap

ab(n′, m′)
)2

is all-pass component of H̃
(n′,m′)
ab .

4 The estimated combiner at Bob can be calculated as:

Q̃P (k) = diag
(√

H̃
ap

ab(n′, m′)2
)

. The combined pilots

of the received signal by Bob is given as

Yab(k) = Q̃H
P (k)Hab(k)QP (k)P(k) + Q̃H

P (k)Wab(k)
= Hab(k)P(k) + QH

P (k)Wab(k) k ∈ kp. (19)

where in case of perfect channel estimation
Q̃P (k) = QP (k). Therefore the channel can be securely
estimated and equalized.

As seen from (16), Eve will not be able to decode the data
even if it perfectly estimates its channel. This is due to the
unknown randomness caused by the term QD(k) which is
uncorrelated with its channel.1

D. Proposed Pilot Security Method

This subsection presents the details of the proposed algo-
rithm for providing pilot security. Similar to data security,
the proposed pilot security algorithm exploits the components
of the channel separately. It ensures that only a legitimate
receiver will be able to estimate the channel while Eve will
not able to learn the channel or environment without affecting
PAPR as in [21]. Additionally, the proposed algorithm is also
suitable for the security of feedbacks, hardware impairments,
and hardware-based authentication. Furthermore, the eaves-
dropper will not be able to extract information of precoder

1Note that due to channel decorrelation in rich scattering environment
between Hab and Hae, Eve will not be able to estimate and remove the
effect of QD .
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Fig. 3. The block diagram showing the main steps of the proposed joint data and pilot security algorithm.

corresponding to the channel of legitimate nodes from the
received signal and thus will not be able to launch attacks
to learn CSI corresponding to legitimate node [19]. The basic
steps are described in Algorithm 3.

Whereas, at Eve’s side, the received signal is given by

Yae(k) =

{
Hae(k)D(k) + Wae(k) k ∈ kd

Hae(k)QP (k)P(k) + Wae(k) k ∈ kp.
(20)

As seen from (20), eavesdropper will not be able to correctly
estimate the channel because of the randomness caused by
all-pass component QP (k) of the legitimate channel in (20).
Hence, it can neither estimate the channel nor learn the
environment.

E. Joint Pilot & Data Security

This subsection presents the details of the proposed algo-
rithm for providing joint data and pilot security. Particularly,
in case of a very high-security risk, there is a need of
securing both pilot and data to provide a very high level
of security. Thus, the attacker will not able to learn the
channel, environment, and data. Here, the idea is to exploit the
proposed algorithm presented in Subsections III-C and III-D
to ensure both pilot and data security. The transmitted signal
by Alice after applying both data and pilot security can be
expressed as

X(k) =

{
QD(k)D(k) k ∈ kd

QP (k)P(k) k ∈ kp.
(21)

In this case, Bob will first estimate the channel using the
pilots as described in Subsection III-D, and then he will
use the estimated channel to extract the data as shown in
Subsection III-C. Figure 3 illustrates the block diagram of the
proposed joint data and pilot security algorithm in MIMO-
OFDM systems. On the other hand, the received signal at Eve
can be given as:

Yae(k) =

{
Hae(k)QD(k)D(k) + Wae(k) k ∈ kd

Hae(k)QP (k)P(k) + Wae(k) k ∈ kp.
(22)

It should be noted from (22) that Eve will neither be able to
estimate its channel nor the data due to the randomness caused
by QP (k)P(k) and QD(k)D(k), respectively. Thus, providing
two-level security that is suitable for critical applications.

IV. NUMERICAL ANALYSIS

In this section, we provide the theoretical analysis for both
data and pilot security for the proposed methods. For the for-
mer, we analyze the BER performance for Bob and Eve under
correlated and uncorrelated eavesdropping channels. For the
latter, we derive the minimum mean squared error minimum
mean squared error (MMSE) of the estimated channel.

A. Data Security: BER-Based Secrecy Gap

In this subsection, we analyze the bit error probability (BEP)
under correlated and uncorrelated eavesdropping channels and
use it to compare the BER performance gap between Bob
and Eve.

1) Uncorrelated Bob-Eve Channel: One elaborate method
to suppress the effect of W(k) when estimating the channel is
the MMSE estimation [34]. After estimating the channel H̃ab,
the received signal at the data subcarriers kd is given in (12)
and expressed by

Yab(k) = Hab(k)QD(k)D(k) + Wab(k) k ∈ kd. (23)

The receiver applies zero-forcing equalization. In case of
perfect channel estimation, E[|Hab − H̃ab|2] = 0, and the
correlation coefficients between the actual and the estimated
channel responses are respectively found as ρ1

ab = 1 and
ρ2

ab = 0. The BEP performance will become the lower bound
performance of (43), and it is given as

Pab(e) =
1

Nb

Nb∑
n=1

1
2

⎡
⎣1 − 1√

1 + 1

γ
(n)
ab

⎤
⎦ . (24)

where γ
(n)
ab denotes the SNR of the received signal at

the k-th subcarrier and n-th receive antenna. Please refer to
Appendix A. �
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Fig. 4. The distribution of uncorrelated part of Eve’s channel for ρae = 0.9.

2) Correlated Bob-Eve Channel: To further evaluate the
performance of the proposed scheme and emphasize its relia-
bility, we consider the effects of the Eve location with respect
to the Bob. For that, we consider a correlated eavesdropping
channel scenario, where it is assumed that Eve is located near
Bob. For a fair comparison with [25], we assume single-input
single-output (SISO) system where QD(k) = (Hap

ab(k))H .
Note that the results can be extended to MIMO as we did in
Subsection IV-B. We model the correlation between channel
coefficients [35] as

Hae = ρaeHab +
√

1 − ρ2
aeHe, (25)

where He is i.i.d. ∼ CN (0, σa) and ρae is the correlation
function of the legitimate channel gain with the eavesdropping
channel given as

ρae =
Cov[Hab, HH

ae]√
var(Hab) var(HH

ae)
=

E[HabHH
ae]

σaσe
. (26)

Please refer to Appendix B. �
In the proposed algorithm, the overall channel is not used,

and instead, only one component (i.e., all-pass channel) is
exploited. Therefore, even if Eve estimates the channel with
high correlation, still it will suffer from the error raised due to
the decomposition of its channel. This leads to lower eaves-
dropping channel correlation and enhanced security perfor-
mance. Fig. 4 shows the distribution of the real and imaginary
parts of the uncorrelated part of the channel He. It is clearly
seen that the variance of the uncorrelated term, given blue
color, increases after performing the channel decomposition
as shown by the orange distribution in Fig. 4. Assuming the
same channel model as in (25) we have

Hae = ρaeHmin
ab Hap

ab +
√

1 − ρ2
aeHe. (27)

Fig. 5. The channel correlation relationship between the conventional and
proposed schemes.

For the channel equalization, only the minimum-phase compo-
nent of the channel is needed. So, after performing the channel
decomposition and normalization, Eve finds

Hmin
ae = ρmin

ae Hmin
ab +

√
1 − (ρmin

ae )2Hmin
e

=
ρae

Γ
Hmin

ab +

√
1 −

(ρae

Γ

)2

Hmin
e , (28)

where Γ is the correlation attenuation factor. Note that Γ
satisfies the following constraints

Γ ∼
√

1 − ρ2
ae (29a)

Γ ≥ 1 ∀ρae (29b)

Γ = 1, for ρae = 1 (29c)

0 ≤ ρae

Γ
≤ 1, ∀ρae, (29d)

where the symbol ∼ denotes the proportionality. Taking all
the constraints given in (29), we find that

Γ = 1 +
√

1 − ρ2
ae. (30)

Please refer to Appendix C. �
Fig. 5 shows the relationship between the correlation of

the overall channel of Eve and Alice and the correlation of
the minimum-phase component of their channels. As observed
from Fig. 5, the correlation factor decreases after performing
the channel decomposition causing degradation in the data
decoding capability at Eve.

Therefore, the correlation function becomes ρmin
ae =

ρae/(1 +
√

1 − ρ2
ae) < ρae. This result shows another advan-

tage of using the proposed scheme in case of correlated
eavesdropping channels. Please refer to Appendix D. �

To evaluate the results above, the BER performance is
analyzed. we adopt the same BER expression given by (24)
by including the spatial correlation factor ρ [25]. Then, the
BER at both Bob and Eve can be found using (43) as

PΛ(e) =
1

2Nb

Nb∑
n=1

⎡
⎣1 − ρΛ√

1 + 1

γ
(n)
ab

⎤
⎦ , (31)

and Λ = {ab, ae}.
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TABLE I

COMPLEXITY OF THE PROPOSED SECURITY ALGORITHM

B. Pilot Security: Channel NMSE

For the MIMO-OFDM channel estimation, frequency
domain estimation is used by transmitting orthogonal pilots,
which converts the channel estimation in MIMO systems
to that in SISO systems. By using the pilot scheme as
adopted in Subsection III-D, the MMSE channel estimation
for the MIMO-OFDM system between the m′-th transmitter
and n′-th receiver can be obtained as [34]

H̃MMSE(n′,m′)
ab = FRhabYab

R−1
YabYab

Y(n′)
ab , (32)

where

RhabYab
= R(n′,m′)

habhab
FH(P(n′))H

RYabYab
= P(n′)FR(n′,m′)

habhab
FH(P(n′))H + σ2IN , (33)

where Rhabhab
is the channel autocorrelation matrix, F is the

discrete Fourier transform (DFT) matrix, and IN is the identity
matrix. Substituting (33) in (32) we find

H̃MMSE(n′,m′)
ab

= FR(n′,m′)
habhab

FH(P(n′))H

×
(
P(n′)FR(n′,m′)

habhab
FH(P(n′))H +σ2IN

)−1

Y(n′)
ab . (34)

Decomposing the estimated channel H̃MMSE(n′,m′)
ab would

result in

H̃
MMSE

ab = H̃
min

ab

(
H̃

ap

ab

)2

. (35)

C. Computational Complexity Analysis

The total system design of the proposed security method
includes Z-transform, Hmin(z) estimation, Hap(z) estimation,
and precoding at both transmitter and receiver. Accordingly,
the computational complexity is calculated considering the
number of multiplications. For instance, the Z-transform con-
verts a discrete-time signal, which is a sequence of real or
complex numbers, into a complex frequency-domain repre-
sentation as follows

H(z) =
∞∑

ν=−∞
h(ν)z−ν , (36)

where n is an integer and z is, in general, a complex number.
The wireless channel is a causal finite system with maximum
L taps, therefore

H(z) =
L−1∑
ν=0

h(ν)z−ν . (37)

TABLE II

SIMULATION PARAMETERS

After obtaining the Z-transform of the wireless channel, the
zeros of the resultant polynomial are computed to calculate
the minimum-phase component of the channel. Furthermore,
the arithmetic complexity of approximating to all the zeros of
a polynomial H(z) is O(L log L log(bL)) [36], where b is the
bit size. After, computing the zeros of H(z), the zeros outside
the unit circle with value 1/pk are selected; then, the all-pass
part is computed as follows

Hap(ejω) =
q∏

k=1

(
e−jω − pk

1 − p∗ke−jω

)
, (38)

where 1 ≤ q ≤ L. The maximum complexity of
computing (38) is O(2NL). The minimum-phase part is
found straight forward by using element-wise division as
Hmin(ejω) = H(ejω)/Hap(ejω), which has complexity of
O(N). The precoder applies element-wise multiplication for
each subcarrier, thus its complexity is of order O(N). Then,
for single antenna pair (n, m) the total computational com-
plexity is of order O (2N(L + 1) + L log L log(bL)). Consid-
ering the total MIMO system the total complexity becomes
O (2MaNb (2N(L + 1) + L log L log(bL))). Table I summa-
rizes the computational complexity of each component.

V. SIMULATION RESULTS

In this section, we demonstrate the performance of channel
decomposition-based PLS algorithms proposed for MIMO-
OFDM systems. To do so, the BER-based secrecy gap and
NMSE-based secrecy gap metrics are used to evaluate the
security of data and pilots, respectively. The BER-based
secrecy gap will quantify the amount of information leakage to
the Eve, evaluate the secrecy, and also shows the effect of the
proposed algorithm on the reliability with respect to legitimate
nodes [8]. On the other hand, NMSE-based secrecy gap shows
the difference between the quality of estimated channel at the
legitimate node and illegitimate node. Moreover, the effect
of the proposed algorithm on the PAPR is also presented
along with the comparison to the conventional algorithms. The
simulated MIMO-OFDM system parameters are described in
Table II.

Figure 6 shows the BER performance versus SNR of the
proposed data security algorithm when Ma = Nb = Ne = 4,
along with the comparison to the conventional algorithms such
as AN-based [13], channel shortening [16], and conventional
CP-OFDM [33]. In [13], the transmitted signal is added to a
properly designed AN in such a way that AN gets accumulated
over the CP part of the signal at Bob only while degrading
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Fig. 6. BER performance of the proposed data security algorithm vs channel
shortening [16], AN [13] and conventional CP-OFDM [33].

the performance of attacker, where equal power is allocated
to data and noise. In [16], a channel shortening filter is
designed based on the channel of the legitimate user (Bob)
in such a way that the length of the effective channel is
made equal to or less than the CP at Bob only, while the
length of the effective channel at the illegitimate receiver (Eve)
is greater than CP. Firstly, it is observed from Fig. 6 that
the derived analytical results match well with the simulations
except at low SNR regime where a small mismatch is noted.
Because, when deriving the BER formula, it is assumed that
the channel frequency response is normally distributed. This is
because of the assumption in theoretical analysis that channel
frequency response (CFR) is normally distributed. However,
at very low SNR, after performing the minimum-phase all-pass
decomposition to channel, the distribution of the Hmin and
Hap becomes different from the normal distribution due to the
effect of noise decomposition. This effect gets smaller as the
SNR increases and the BER finally converges to the derived
formula. Also, note that under perfect channel estimation the
proposed scheme performs exactly as the CP-OFDM [33],
while Eve suffers from high error rates. This implies that
the proposed data scheme does not degrade the performance
of the legitimate user. Moreover, our novel design exhibits
a significant BER gap performance compared to AN and
channel shortening by ensuring the lowest BER values at Bob
and the highest error rate at Eve. This result emphasizes the
effectiveness of the data security algorithm in maintaining
high secrecy levels while preserving the performance of the
legitimate user. Figure 6 also shows the BER performance
of Bob under imperfect channel estimation. It is seen that at
low SNR values, Bob has almost the same performance as
AN while at high SNR values larger than 20 dB it performed
slightly better.

Figure 7 illustrates the analytical as well as the simulated
results of Eve’s BER performance of the proposed algorithm
and link-signature (LS) based algorithm in [25] for the case
when Eve’s channel is correlated with Bob’s. The analytical
results agree well with the simulations confirming the model

Fig. 7. Performance comparison of the proposed algorithm (blue color) vs.
LS [25] (red color) in terms of Eve’s BER under correlated eavesdropping
channels. The solid and dashed lines stand for the analytical and simulation
results, respectively.

developed in Subsection IV-A. The BER performance is
evaluated for the correlation values of ρ = {0.999, 0.99, 0.8}.
It is observed that the performance of Eve improves as the
correlation values increase. However, for the same correlation
value, we notice a large BER performance gap between the
proposed algorithm and LS, where the proposed algorithm
clearly outperforms LS method. For instance, when ρ = 0.999
the error floor of the proposed scheme settles at 0.03; while
if LS is used, the error falls below 0.001. This is due to the
fact that the proposed algorithm is using one component of
the channel instead of the overall channel, which provides
resilience against eavesdroppers near the legitimate nodes as
explained in Subsection IV-A.

Thanks to the unit power property of the all-pass channel as
explained in Subsection III-A, the proposed precoding would
not cause any power issues since it only changes the phase of
each OFDM subcarriers. Figure 8 depicts the complementary
cumulative distribution function (CCDF) performance of the
PAPR of the proposed algorithm compared to CP-OFDM, AN,
LS, and channel shortening methods. It is observed that the
PAPR performance of the proposed algorithm is similar to that
of conventional OFDM while the application of other security
schemes causes an increase in PAPR. This result makes the
usage of the proposed precoding technique independent of any
power constraint.

Figure 9 shows the NMSE versus SNR performance of
the estimated channel at the legitimate node and Eve when
Ma = Nb = Ne = 4. The proposed algorithm is compared
to [20], [23], and CP-OFDM [33]. It is observed that there is
a significant estimation error gap between Bob and Eve at the
cost of some degradation in the estimation quality at very low
SNR values compared to conventional channel estimation [33].
This ensures that Eve will neither be able to estimate its
channel nor acquire the sensing information from the sur-
rounding environment. It is also observed that the estimation
error slightly increases when estimating the minimum-phase
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Fig. 8. The CCDF of the PAPR for the proposed algorithm compared to
channel shortening [16], AN [13], LS [25], and conventional CP-OFDM [33].

Fig. 9. The channel estimation’s NMSE performance vs SNR at Bob and
Eve compared to [20], [23], and [33].

or the all-pass channels compared to the effective channel,
which justifies the BER performance degradation in Fig. 6.
The plots also show that the proposed algorithm outperforms
the schemes in [20] and [23] especially at high SNR values.

VI. CONCLUSION

In this work, we proposed novel security algorithms for
providing data and pilot security. Unlike conventional security
schemes which use the full channel, the proposed algorithms
decompose the channel into its minimum-phase and all-pass
components and exploit only the all-pass part. The latter
provides enough randomness to secure the communication
without causing any power issues such as high PAPR value
at the transmitter due to its unit amplitude property. Partic-
ularly, the all-pass component and its conjugate are used to
secure the pilots and the data, respectively. For data security,
we have considered two scenarios of correlated and uncor-
related eavesdropping channels and evaluated the BER gap.

Our results reveal that using one component of the channel
provides better security than using the total effective channel
in both scenarios. Moreover, the results also ensure that the
proposed algorithm provides effective security with minimal
degradation in the legitimate user’s performance compared to
conventional algorithms. The results show that the proposed
algorithm is capable of providing significant degradation in the
estimated channel quality at the eavesdropper. This will ensure
not only securing the CSI but also securing radio environment
mapping information. Additionally, the proposed algorithm
can enable flexibility in terms of providing security to data,
pilot, or both depending upon the application requirements.

APPENDIX A
BER DERIVATION

The received data at kd subcarriers is expressed by

Yab(k) = Hab(k)QD(k)D(k) + Wab(k) k ∈ kd. (39)

Therefore, by enforcing the constraint E[Tr(D(k)DH

(k))] = 1, the SNR of the received signal at the
k-th subcarrier is given by [37]

γab �
E
[
Tr

(
Hab(k)QD(k) (Hab(k)QD(k))H

)]
MaNbM E

[
Tr(W(k)WH(k))

] , (40)

where M denotes the number of bits represented by each
symbol. As demonstrated in Subsection III-A, the minimum-
phase component shares the same power with the overall
channel response itself |Hab(k)QD(k)|2 = |Hab(k)|2. Thus,
the SNR can be written as

γab �
E
[
Tr

(
Hab(k) (Hab(k))H

)]
MaNbM E

[
Tr(W(k)WH(k))

]
=

E
[∑Nb

n=1 |H(n)
ab (k)|2

]
MaNbM · E

[∑Nb

n=1 |W (n)(k)|2
] . (41)

Using linearity property and assuming that noise samples are
i.i.d, (41) becomes

=
1

Nb

Nb∑
n=1

E
[
|H(n)

ab (k)|2
]

MaMσ2

=
1

Nb

Nb∑
n=1

γ
(n)
ab . (42)

We conclude from (42) that the BER can be computed by
averaging the error at each receive antenna. The average BEP
P

(n)
ab (e) then is given as function of γ

(n)
ab and the correlation

coefficients ρ1
ab and ρ2

ab between the actual and the estimated
channel responses [38] by

P
(n)
ab (e) =

1
2

⎡
⎢⎢⎣1 − 1

2

(ρ1
ab+ρ2

ab)√
2√

1 + 1

2γ
(n)
ab

− (ρ1
ab−ρ2

ab)
2

2

− 1
2

(ρ1
ab−ρ2

ab)√
2√

1 + 1

2γ
(n)
ab

− (ρ1
ab+ρ2

ab)
2

2

⎤
⎥⎥⎦ . (43)
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The total BER is then given by

Pab(e) =
1

Nb

Nb∑
n=1

P
(n)
ab . (44)

Note that similar step can be followed to compute the BER at
Eve.

APPENDIX B
PROOF OF (26)

Assuming the system model in (25)

Hae = ρ̂aeHab +
√

1 − ρ̂2
aeHe. (45)

Let the correlation function of the legitimate channel gain with
the eavesdropping channel be given as

ρae =
Cov(HH

ab, Hae)√
var(HH

ab) var(Hae)

=
E[HabH

H
ae] − E[Hab] E[HH

ae]
σaσe

. (46)

We know that E[Hab] = E[Hae] = 0. Additionally Hae is
given by (25), then

ρae =
E[HH

ab · (ρ̂aeHab +
√

1 − ρ̂2
aeHe)]

σaσe

=
ρ̂ae E[|Hab|2] +

√
1 − ρ̂2

ae

(
E[HH

ab] E[He]
)

σaσe

=
ρ̂ae E[|Hab|2]

σaσe
. (47)

Note that σ2
a = var(Hab) = E[|Hab|2] − (E[Hab])

2 =
E[|Hab|2], and σ2

e = var(ρ̂aeHab +
√

1 − ρ̂2
aeHe) = ρ̂2

aeσ
2
a +

(1 − ρ̂2
ae)σ2

a = σ2
a. Therefore, we find

ρae =
ρ̂aeσ

2
a

σaσa
= ρ̂ae. (48)

Thus, we prove that in the channel model given by (25),
ρ̂ae corresponds to the channel correlation between
Bob and Eve.

APPENDIX C
PROOF OF (30)

To identify the expression of Γ and instead of using complex
probability distributions analysis, we exploit the four con-
straints given in (29). For instance, from (29a), we know that
Γ is proportional to

√
1 − ρ2

ae. And if a linear relationship is
assumed, we find

Γ = α + β
√

1 − ρ2
ae, (49)

where α and β are the linear model’s parameters to be defined,
and by solving the equation in (29c), i.e., ρae(Γ = 1) = 1,
we find the value of the slope as α = 1.

Also, by using (29b) and (29d) we find the following

0 ≤
√

1 − ρ2
ae ≤ β. (50)

And since 0 ≤ √
1 − ρ2

ae ≤ 1, we conclude that β = 1,
therefore

Γ = 1 +
√

1 − ρ2
ae. (51)

This model for Γ agrees very well with the simulation results
as shown in Fig. 5.

APPENDIX D
PROOF OF (28)

The correlation function of the legitimate minimum-phase
channel component gain with the eavesdropping channel be
given as

ρmin
ae

=
Cov(HminH

ab , Hmin
ae )√

var(HminH
ab ) var(Hmin

ae )

=
E[HminH

ab · Hmin
ae ] − E[HminH

ab ] E[Hmin
ae ]√(

E[|Hmin
ab |2] − (

E[Hmin
ab ]

)2)(
E[|Hmin

ae |2]−(
E[Hmin

ae ]
)2) .

(52)

Note that E[Hmin
ab ] = E[Hmin

ae ] = 0, E[|Hmin
ae |2] = E[|Hae|2] =

σ2
e , and E[|Hmin

ab |2] = E[|Hab|2] = σ2
a. Please refer to

Appendix E. �
Thus, we find

ρmin
ae

=
E[HminH

ab Hmin
ae ]

σaσe

=
E
[

HminH
ab ·

(
ρae

1+
√

1−ρ2
ae

Hmin
ab +

√
1 − (

ρae

Γ

)2
Hmin

e

)]
σaσe

=

ρae

1+
√

1−ρ2
ae

E[|Hmin
ab |2]+

√
1−(

ρae

Γ

)2 (E[HminH
ab ] E[Hmin

e ]
)

σaσe

=

ρae

1+
√

1−ρ2
ae

σ2
a

σaσe
. (53)

Finally, the correlation is found as

ρmin
ae =

ρae

1 +
√

1 − ρ2
ae

< ρae. (54)

APPENDIX E
PROOF OF E[Hmin

ab ] = E[Hmin
ae ] = 0

As explained in Subsection III-A, any FIR causal channel
Hab can be decomposed as follows: Hab = Hmin

ab ·Hap
ab , where

Hap
ab = ejU and U ∼ U(0, 2π). Thus, Hap

ab has the following
probability density function (PDF): fX(x) = 1

j2πx .
With reference to the main problem, the expectation of Hab

is given as

E[Hab] = E[HminH
ab · Hap

ab ] = 0. (55)

Since the minimum-phase and all-pass components are inde-
pendent, we find

E[Hab] = E[Hmin
ab ] E[Hap

ab ] = 0. (56)

As shown in (56), whether E[Hmin
ab ] = 0 or E[Hap

ab ] = 0.
However, E[Hap

ab ] =
∫ +∞
−∞

x
j2πxdx 	= 0 . Therefore

E[Hmin
ab ] = 0. (57)
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