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Abstract—Wireless sensor networks are indispensable across
various applications, from environmental surveillance to indus-
trial automation, owing to their ability to collect and transmit
data autonomously. However, due to the broadcast nature of
wireless systems, these systems are vulnerable to eavesdropping
attacks. Recently, channel-based secret key generation methods
have been widely used in the literature. In these methods, Alice
and Bob generate random signals and share these signals with
each other. Then, using the secret key paired multiplication
with the channel between them, a secret key is shared between
legitimate users, while illegitimate nodes cannot access the key.
However, these methods consider only two users. This paper
proposes a novel method for multiple users. Extensive simulation
proves the effectiveness of the proposed method. However, when
the number of users increases, the performance of the proposed
method decreases.

Index Terms—Eavesdropping, physical layer security, secret
key generation, TDD, wireless sensor networks.

I. INTRODUCTION

Wireless sensor networks (WSNs) are known for their

dynamic and decentralized nature, offering versatility across

various applications [1]. However, ensuring robust security

measures is paramount to safeguarding sensitive data and

protecting against potential cyber threats to these networks.

Symmetric key cryptography, which involves the use of a

shared secret key to encrypt and decrypt messages exchanged

between communicating users, emerges in securing these

systems [2]. This approach ensures data confidentiality and

integrity by scrambling information in such a way that only

authorized recipients obtaining the secret key can decipher the

encrypted data.

While cryptography-based solutions offer robust security

measures, they often entail high computational overhead [3]

and may not be suitable for resource-constrained WSN de-

vices. Physical layer security-based methods present an al-

ternative or complementary approach to providing security in

wireless communication systems thanks to their lightweight

implementation [4]. These methods leverage the inherent char-

acteristics of wireless channels to establish secure communi-

cation channels. If the distance between the eavesdropper and

any user in the network is more than a few centimetres, which

is generally the case in wireless communication systems,

their channels are assumed to be not correlated. In this case,

wireless channel characteristics can be used as a common

random resource for users to generate a secret key [5]. The

wireless channel characteristics are especially used in time

division duplex (TDD) systems where channel reciprocity is

applicable [6].

Wireless channel characteristics-based secret key generation

methods use three different approaches; when Alice and Bob

use pilot signals [7]–[10], when Alice uses random signals

while Bob uses pilot signals [11]–[14], and when Alice and

Bob use random signals [15]–[19]. In [7]–[10], both Alice

and Bob send public pilots and two-way channel estimations

are required. In these methods, the secret key generation is

limited by the randomness of the reciprocal channel [20].

In order to overcome these limitations, [11]–[14] introduce

the randomness of a one-way transmitted signal and use the

received signal as the common random source. For example,

firstly, Bob sends a reverse public pilot to Alice, and then

Alice transmits random signals, that can be locally generated

by Alice, to Bob. Thus, Alice can estimate the reciprocal

channel using the public pilots and compute the received

signal at Bob using her own transmitted signal. Therefore, the

received signal at Bob can be used as the common random

source to generate secret keys, and vice versa. These secret key

generation methods only require one-way channel estimation

and the secret key generation rate (KGR) not only includes

the randomness of the reciprocal channel but also includes the

randomness of the one-way transmitted signal, so improving

the secret KGR.

It is an intuitive idea to further promote the secret KGR by

adding the randomness of two-way transmitted signals. Along

with this line, [15]–[19] explore the secret key generation

methods using two-way random signals, which can eliminate

channel estimation and improve the secret KGR. However,

these methods only consider two legitimate users (Alice and

Bob). On the other hand, most of the WSNs consider more

than two users in the network. In view of these discussions, this

paper proposes a method for secret key generation in WSNs.
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Here is a brief account of the contributions in this paper:

• A novel secret key-generation method is proposed for

WSNs. In this method, several legitimate users can gener-

ate a secret key using channel information between them

and random data sequences, while illegitimate users can

not have access to the generated key.

• Extensive simulations prove the effectiveness of the pro-

posed method in terms of key mismatch probability

(KMP) and KGR.

• Although the proposed method works well, when the

number of legitimate nodes increases, the KMP and KGR

performances decrease.

Notation: Plain-faced letters demonstrate scalars and bold-

faced letters demonstrate matrices.

II. SYSTEM MODEL AND PRELIMINARIES

A. System Model

This paper considers a single-input single-output (SISO)-

orthogonal frequency-division multiplexing (OFDM) system

with a TDD configuration. Note that channel reciprocity is

applicable in TDD systems due to the inherent symmetry

between the uplink and downlink channels. In TDD, communi-

cation occurs over the same frequency band but in alternating

time slots for transmission and reception. Because the physical

environment between the transmitter and the receiver remains

relatively constant over short time scales, the characteristics

of the channel, such as path loss, fading, and multipath

propagation, tend to be similar in both directions [21].

In this paper, single antenna transmitters, called Alice,

Bob, Cindy, Dave, and Eve are used. We assume slow vary-

ing Rayleigh fading channel with L exponentially decaying

taps between nodes. The rich multi-path environment ensures

that Eve experiences an independent channel if it is half-

wavelength apart from legitimate nodes. Eve’s location and,

consequently, its channel frequency response are unknown to

Alice, Bob, Cindy, and Dave. The main goal of the proposed

method is to provide secure communication between Alice,

Bob, Cindy, and Dave, while eavesdroppers cannot listen to the

communication between them. Figure 1 illustrates the system

model that is considered in this paper. Here A, B, C, and D

represent Alice, Bob, Cindy, and Dave, respectively.

B. Preliminaries

Used methods in the literature can be categorized into three

categories, which are used to generate secret keys [20]. In

the first category, both Alice and Bob use public pilots, and

based on the channel information between Alice and Bob,

the secret keys are generated. In the second category, Alice

uses random signals, while Bob uses public pilots. Since the

random signals that Alice uses create extra randomness in

the system, the system is more secure. In the third method,

both Alice and Bob use random pilots, which increases the

security even more thanks to the original information (random

Eve
Eve

Eve𝑨
𝑩 𝑪

𝑫

Fig. 1: System model: Alice, Bob, Cindy, and Dave want

to communicate with each other, while eavesdroppers cannot

listen to them.

signals) that are generated by both Alice and Bob. Along with

this line, also this paper considers the third category. Note

that, in this category, although the users generate their random

sources (their signals), also the channel between them is used

for common randomness between legitimate users.

The channel coherence interval is represented as

Tc = WsTs, (1)

where Ts is the symbol duration time and Ws is the equivalent

symbol number. We assume that channels stay unchanged

during each Tc, and all the elements of the channel between

the legitimate users are independent and identically distributed

complex Gaussian random variables with zero mean, in dif-

ferent Tc. Additionally, the legitimate users work on the same

carrier frequency in TDD mode. Thus, the legitimate channels

satisfy reciprocity during a channel coherence interval.

III. THE PROPOSED METHOD

In the conventional method, where there are only Alice and

Bob as legitimate users, Alice sends random signals (Xa)

to Bob and Bob sends random signals (Xb) to Alice. Then,

they obtain Y a and Y b, respectively in frequency domain as

follows.

Y a = HXb +Na,

Y b = HXa +N b,
(2)

where H is the channel between Alice and Bob. Also, Na

and N b represent zero-mean complex additive white Gaussian

noise (AWGN) in the frequency domain. After that, they

multiply the obtained signal by the signals they send. Then,

they obtain the following signals:

XaY a = Xa(HXb +Na) = XaHXb +XaNa,

XbY b = Xb(HXa +N b) = XbHXa +XbN b.
(3)
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Generate

Secret Key

Generate

Secret Key

Fig. 2: The conventional method.

As seen from Eq. (3), when we ignore the noise, Alice and

Bob obtain the same signals (XaHXb). Finally, they generate

secret keys from the obtained signals. To generate secret keys

from the obtained signals, they may have a threshold and

if the corresponding coefficient is below that threshold, the

corresponding secret key coefficient can be 0, if it is higher, it

can be 1. Many other methods in the literature such as [20],

[22] can be used to generate secret keys from the obtained sig-

nal. The conventional method’s steps are illustrated in Fig. 2.

Despite the successes of this method in many applications,

this method was not applied to multiple-user scenarios where

multiple users want to share secret keys with each other as in

most of the WSNs.

The proposed method considers sharing secret keys between

multiple legitimate users called Alice, Bob, Cindy, and Dave.

Here note that the number of users can increase without

changing the logic of the proposed method. In the proposed

method, first, Alice sends random signals (Xa) to Bob over

H1 while Dave sends random signals (Xd) to Cindy over H3

Y b = H1Xa +N b,

Y c = H3Xd +N c.
(4)

Then, Bob and Cindy add their signal Xb and Xc to their

received signals

XbY b = Xb(H1Xa +N b),

XcY c = Xc(H3Xd +N c),
(5)

Afterward, Bob and Cindy send their obtained signals to each

other again, and they obtain

Y
′

b
= H2(XcY c) +N

′

b
= H2

(

Xc(H3Xd +N c)
)

+N
′

b
,

Y
′

c
= H2(XbY b) +N

′

c
= H2

(

Xb(H1Xa +N b)
)

+N
′

c
.

(6)

Then, again Bob and Cindy add their signal Xb and Xc to

the received signals

XbY
′

b
= Xb

(

H2(XcY c) +N
′

b

)

,

XcY
′

c
= Xc

(

H2(XbY b) +N
′

c

)

.
(7)

Afterward, Cindy sends her obtained signal to Dave, while

Bob sends his obtained signal to Alice and Alice and Dave

obtain

Y a = H1Xb

(

H2(XcY c) +N
′

b

)

+Na,

Y d = H3Xc

(

H2(XbY b) +N
′

c

)

+Nd.
(8)

Then, Alice and Dave add their signal Xa and Xd to their

received signals

XaY a = Xa

(

H1Xb

(

H2(XcY c) +N
′

b

)

+Na

)

,

XdY d = Xd

(

H3Xc

(

H2(XbY b) +N
′

c

)

+Nd

)

.

(9)

Let us remove the noise interfered signal, and then Alice

and Dave obtain

Y a = XaXbXcXdH1H2H3,

Y d = XaXbXcXdH1H2H3.
(10)

Besides Alice and Dave, Bob and Cindy can obtain the same

signals using received signals in Eqs. (4) and (6) and their

own signals, Y bY
′

b
Xb and Y cY

′

c
Xc, respectively. Therefore,

Alice, Bob, Cindy, and Dave can have the same keys. These

steps are also represented in Fig. 3. Here note that for the

sake of simplicity and to explain the method more clearly

noise effects are not represented in this figure. Lastly, based

on the obtained signal, the secret keys are generated. If the real

terms of the obtained signal coefficients are close to 0, they are

rounded to 0, or if they are close to 1, they are rounded to 1.

Finally, the obtained bit sequence is assumed to be the secret

key between the users. Note that this rounding operation can

be used for binary phase-shift keying (BPSK). On the other

hand, there are many other methods in the literature such as

[20], [22], which can be used to generate secret keys from the

obtained signal as in the conventional methods and they can

be applicable to other modulation types.
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Fig. 3: The proposed method: Alice sends known signals to Bob. Bob multiplies with his own signal and sends it to Cindy,

Cindy obtains the signal, adds her signal and sends it to Dave and Dave multiplies the received signal with his own signal.

Meanwhile, Dave sends known signals to Cindy. Cindy multiplies with her own signal and sends it to Bob, Bob obtains the

signal, adds his signal and sends it to Alice and Alice multiplies the received signal with his own signal.

IV. SIMULATION RESULTS AND DISCUSSIONS

Illustrative simulations are conducted to show the perfor-

mance of the proposed method in various signal-to-noise ratio

(SNR) values (0 to 30 with a step size of 5) and the number of

channel taps (4, 7, and 10). A practical SISO-OFDM system

is considered with a fast Fourier transform size of 64, a

number of data subcarriers size of 52, a number of bits per

OFDM symbol size of 52, and 10000 number of symbols.

BPSK is used as a modulation technique. As a channel model,

Rayleigh is used. The noises are modeled by CN (0, σ2

N
), i.e.,

zero-mean complex Gaussian samples with variance σ2

N
. The

performance of secret key generation methods can be assessed

regarding the KMP and KGR. Note that a KMP is widely used

in physical layer security, which is the ratio of the number of

different bits of Bob and Alice keys to the total number of

bits and a KGR is the rate at which two entities can securely

create a common secret key during communication.

Figures 4 and 5 demonstrate the performance of the pro-

posed method for illegitimate and legitimate users in terms of

KMP and KGR, respectively. Note that, KMP and KGR results

are given by comparing to secret keys of two legitimate users

in the network, but results are the same when other legitimate

users are compared. In Figs. 4 and 5, the length of the multi-

path channel between any communicating node pair is equal

to L = 4 for Figs. (a), L = 7 for Figs. (b), and L = 10 for

Figs. (c), where an exponentially decaying power delay profile

is considered. In the case of sensor networks, when two users

(Alice and Bob), three users (Alice, Bob, and Cindy), and four

users (Alice, Bob, Cindy, and Dave), are in the system are

simulated. Simulation results show that the illegitimate user

cannot learn the secret key which is generated by legitimate

users as can be understood from high KMP and low KGR

results. On the other hand, legitimate users are able to obtain

the same secret key. However, the performance of the KMP

increases while the KGR decreases when the number of users

in the network increases, which means decreased performance

when the number of users increases. All these inferences are

consistently true for all SNR values and the number of channel

taps.

V. CONCLUSIONS

This paper proposed a novel method for secret key gener-

ation in wireless sensor networks. In the proposed method,

each user generated random sequences and shared this signal

in sequence to obtain the same signals, which were then

used to obtain the secret keys between them. The proposed

method allowed legitimate users to generate a secret key while

illegitimate users could not learn it. However, the performance

of the proposed method was decreased, when the number of

users in the network was increased. Extensive simulations

validated these in various SNR and channel tap values in

terms of KMP and KGR. In future work, noise effects on

the proposed method will be investigated.
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Grant No. 119E433. Also, this work was supported in part by

Vestel Elektronik Sanayi ve Ticaret A.Ş.

REFERENCES

[1] L. M. Borges, et al., “Survey on the characterization and classification
of wireless sensor network applications,” IEEE Commun. Surv. Tuts.,
vol. 16, no. 4, pp. 1860–1890, 2014.

[2] Z. Rezki et al., “Secret key agreement: Fundamental limits and practical
challenges,” IEEE Wireless Commun., vol. 24, no. 3, pp. 72–79, 2017.

[3] A. Mukherjee et al., “Principles of physical layer security in multiuser
wireless networks: A survey,” IEEE Commun. Surv. Tuts., vol. 16, no. 3,
pp. 1550–1573, 2014.

[4] H. Luo, N. Garg, and T. Ratnarajah, “A channel frequency response-
based secret key generation scheme in in-band full-duplex MIMO-
OFDM systems,” IEEE J. Sel. Areas Commun., 2023.

[5] K. Ren, H. Su, and Q. Wang, “Secret key generation exploiting channel
characteristics in wireless communications,” IEEE Wireless Commun.,
vol. 18, no. 4, pp. 6–12, 2011.

[6] J. M. Hamamreh, H. M. Furqan, and H. Arslan, “Classifications and
applications of physical layer security techniques for confidentiality: A
comprehensive survey,” IEEE Commun. Surv. Tuts., vol. 21, no. 2, pp.
1773–1828, 2018.

[7] J. Zhang, et al., “Key generation from wireless channels: A review,”
IEEE Access, vol. 4, pp. 614–626, 2016.

[8] ——, “Experimental study on key generation for physical layer security
in wireless communications,” IEEE Access, vol. 4, pp. 4464–4477, 2016.

[9] Y. Peng, et al., “Secret key generation based on estimated channel
state information for TDD-OFDM systems over fading channels,” IEEE

Trans. Wireless Commun., vol. 16, no. 8, pp. 5176–5186, 2017.

234
Authorized licensed use limited to: Istanbul Medipol Universitesi. Downloaded on June 17,2025 at 13:16:38 UTC from IEEE Xplore.  Restrictions apply. 



0 5 10 15 20 25 30

SNR[dB]

10
-2

10
-1

10
0

K
ey

 M
is

m
at

ch
 P

ro
b
ab

il
it

y

Illegitimate User

Legitimate User A-B

Legitimate User A-B-C

Legitimate User A-B-C-D

(a)

0 5 10 15 20 25 30

SNR[dB]

10
-2

10
-1

10
0

K
ey

 M
is

m
at

ch
 P

ro
b
ab

il
it

y

Illegitimate User

Legitimate User A-B

Legitimate User A-B-C

Legitimate User A-B-C-D

(b)

0 5 10 15 20 25 30

SNR[dB]

10
-2

10
-1

10
0

K
ey

 M
is

m
at

ch
 P

ro
b
ab

il
it

y

Illegitimate User

Legitimate User A-B

Legitimate User A-B-C

Legitimate User A-B-C-D

(c)

Fig. 4: KMP results when the number of taps is (a) 4, (b) 7, and (c) 10.
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